UNITED STATES DEPARTMENT OF AGRICULTURE )
Farm Service Agency Notice SEM-37
Washington, DC 20250

For: State and County Offices

Updating LincPass Badge Certificates

Approved by: Deputy Administrator for Management

WAz

1 Overview

A Background

In accordance with Homeland Security Presidential Directive (HSPD)-12, federal agencies
are required to issue personal identity verification compliant credentials to employees and
contractors. Based on this directive, FSA has been providing the LincPass to employees and
contractors since 2008.

Each LincPass badge has two expiration dates. If either of these dates expires, the LincPass
badge is no longer active, functional, operational, or valid. The LincPass holder is
responsible for updating their LincPass badge before either of the expiration dates. If the
LincPass badge expires, the LincPass holder must start the process of re-enrollment for a new
LincPass.

The first expiration date is the certificate expiration date. This certificate expires three years
after the issuance or reissue date of the LincPass. The LincPass holder will receive an e-mail
from USAccess (HSPD12Admin@usaccess.gsa.gov) when the LincPass badge is within
120 calendar days of the certificate expiration and every 30 calendar days until the certificate
is updated or expires. See Exhibit 1 on how to view the certificate expiration date on a
LincPass.

The second expiration date is the date the LincPass expires, which is five years from the date
the card was issued or reissued. The LincPass must be renewed before the expiration date
printed on the front of the card. State office sponsors must request a renewal before the
expiration of the LincPass. This will require the renewed LincPass to be activated at a fixed
or light activation station as it cannot be done at an employee’s workstation in the office.

Disposal Date Distribution
September 1, 2015 State Offices; State Offices relay to County Offices
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Notice SEM-37

1 Overview (Continued)

A Background (Continued)

9-11-14

To decrease travel costs and prevent LincPass certificates from expiring, EPD in partnership
with Information Technology Services, Technical Support Division (ITS-TSD), is providing
an alternative for LincPass holders (who are within 120 calendar days of expiration) to
update their LincPass badge certificates from a workstation. This can be accomplished from
a workstation located within a state office or service center.

Note: If there is a fixed site Light Credential Station (LCS) or Light Activation Station
(LAS) in the state office or service center where the employee works, the LincPass
holder shall use that site instead of the workstation process for updating their
certificates.

Purpose
This notice:

e provides instructions in Exhibit 1 for LincPass holders to view their LincPass certificate
expiration date,

e provides instructions in Exhibit 2 for using workstations within a service center or state
office to rekey (extend) the LincPass certificates before they expire,

e reminds state office LincPass sponsors to ensure that the LincPass holders monitor their
certificate expiration dates and update the LincPass before it expires, and

e informs state and county offices that if ITS-TSD had previously installed the Active X
file for desktop rekey on a computer in an office for updating certificates, that version of
the Active X file will not work. If the Active X file was loaded on to a workstation prior
to August 15, 2014, ITS-TSD will need to be contacted so version 3.2 for Active X can
be installed.

Note: Certificate renewals do not require the LincPass sponsor to take any action.
USAccess automatically sends out certificate renewal reminders to LincPass holders
beginning 120 calendar days from the expiration date.

Contact

For questions regarding this notice, contact Jerry Epting, EPD, by either of the following:

e e-mail to jerry.epting@wdc.usda.gov, or
e telephone at 202-380-5010.
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Notice SEM-37

Process to Identify Workstations and Criteria for Updating LincPass Badge Certificates

A Completing LincPass Certificate Updates Using a Desktop Computer

The following steps shall be used to complete the LincPass badge certificate updates from a
desktop computer.

Step

Action

1

Identify one workstation in the state office or service center where there are
employees that have LincPass badges with certificates expiring within one year.
This may have already been identified according to instructions in Notice SEM-22.
This workstation must have a functional/operational card reader and be accessible to
all LincPass holders to update their LincPass badge certificates and it must be
connected to the network on a continuous basis. The workstation may be an
employee’s desktop workstation, but not a laptop.

Note: Because of the maintenance of keeping software current, ITS-TSD will only
install the Active X software on one workstation in the state office
or service center that all employees in that location can use to update their
LincPass certificates.

Open a help desk ticket requesting an ITS-TSD representative load the
Active X controls software version 3.2 on the identified workstation that will be
used for desktop rekeying of the LincPass certificates.

Note: The Active X controls software version 3.2 will only need to be updated by
ITS-TSD within an office if an employee’s certificate will be expiring within
the next year. This shall be determined by confirming certificate dates
according to Exhibit 1.

ITS-TSD will ensure that the workstation identified meets the minimum
requirements for loading the software. If the workstation meets the requirement, the
ITS-TSD representative will load the appropriate version of the software. The
ITS-TSD representative may request IT-Newsflash 20140818G for installing the
current version.

B Criteria for Using a Workstation to Update a LincPass Badge
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LincPass holders whose LincPass badge certificate is within 120 calendar days of expiration
can perform an update by using the employee workstation identified by the state office or
service center, instead of traveling to a fixed credentialing location or LCS/LAS. To use this
process, the LincPass holder must:

e have a functioning LincPass badge,
e have the “active” LincPass badge in their possession, and
e know their LincPass pin (six to eight digits).
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Notice SEM-37 Exhibit 1

Viewing the LincPass Badge Certificate Expiration Date

The LincPass certificate expiration date is three years after the issuance date. The LincPass holder
should receive an e-mail from HSPD-12 when the LincPass badge is within 120 calendar days of the
certificate expiration and every 30 calendar days until the certificate is updated or expires.

Follow these steps to view the user’s LincPass badge certificate expiration date.

Step Action

1 |Open Internet Explorer.

2 |On the menu bar, CLICK “Tools”.

3 |Scroll down and CLICK “Internet Options”.

4 |CLICK “Content” tab.

5 |CLICK “Certificates”.

6 |Following is an example of the certificates screen. On the “Personal” tab, under “Issued
To” on the left side, LincPass holders will see their name in all capital letters. The third
column, under “Expiration Date”, is the date their certificate expires.

0
Intended purpose: I--:M:: :“
Personal | Other Pecple | Intermediate Certification Authorities | Trusted Root Certificatior 4 | »
Issued To | 1ssued By | Expiratio... | Friendly Mame |
Elpepartment of Agri... Entrust Managed Ser,..  11/4/2013  <None>
Elvi . | wic | lag 2lfz109 =hlone =
Elvic . lag vic . lag 10f29/2110  <hone=
Elvic LAG Entrust Managed Ser...  11/4/2013  VIC LAG. ..
Elwic LAG Entrust Managed Ser...  11J4/2013  ¥IC LAG. ..
E=dvic LAG Entrust Managed Ser...  11J4f2013  VIC LAG, ..
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Notice SEM-37 Exhibit 2

LincPass Badge Updating Process

For an employee with an expiring LincPass certificate, they should log into the designated
workstation with their LincPass and use Internet Explorer to connect to the unattended activation
portal as described in the following process.

Step Action Visual Display
1 |Double-click the “Unattended
Activation” icon on the workstation
desktop or open Internet Explorer and
go to
https://issuance.usaccess.gsa.gov/aims/
enterprise/user.
2 | The Launching My Digital ID Card My Digital ID Card activ(B)EnTiny
Screen will be displayed. CLICK
“Launch My Digital ID Card”.

Launching My Digital ID Card.....

Flease dick below to begin:

Copyright ® 2010 Actividentity Corparation
3 CLICK “Run”. Internet Explorer - Security Warning @

Do you want to run this ActiveX control?

Name: ActivID(tm) Card Management System: Synchronization Client

Publisher: ActivIidentity

Run ] I Don't Run

I | This ActiveX control was previously added to your computer when you installed
s r another program, or when Windows was installed. You should only run itif you
= trust the publisher and the website requesting it. What's the risk?
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Notice SEM-37

LincPass Badge Updating Process (Continued)

Exhibit 2

Step Action

Visual Display

4 e Insert user’s LincPass badge into
the card reader. Ensure that user’s
LincPass badge is inserted all the
way into the reader. The lights on
the card reader should blink. Wait
for the blinking to stop and turn a
solid green.

e CLICK “Start”.

e Do not remove user’s LincPass
badge from the reader.

,.
48 https:/fissuanceusaccess.gsa.gov/ - My Digital ID Card - Windows Internet Explorer

My Digital ID Card ACTIV

®enTiTY I;]

My Digital ID Card

* Prepare a smart card for first use
= Get the latest updates for your smart card

® Change the PIN for your emart card
® Change your Seeurity Quastions answers

A‘;TIU@ENTI'\"

Welcome to My Digital 1D Card, Using this service you can...

# Report a smart card incident (lost, stolen, or damaged cards)
® Unlock a smart card that has been locked for sacurity reasons

If you have your smart card with you, please insert it into the reader

naw.
Please click Start to begin (even if you do not have your smart card):

ELP I

Start

5 |The Please ldentify Yourself Screen
will be displayed.

e Enter user’s LincPass badge PIN in
the “Smart Card PIN” field.

e CLICK “Continue”.

B hittps/issuanceusaccess.gsagov! - My Digital ID Card - Windows Internet Explorer

=

My Digital ID Card ac‘rw@m‘mv |

Please Identify Yourself

PIN number,

Smart Card PIN: |

lCTIV@ENIIT\‘

6 |If any updates are required, they are
displayed on the Optional Card
Updates Screen. If no updates are due,
the only option presented is to change
user’s PIN.

e Select the update desired and
CLICK *“Continue”.

e |If no update is desired, CLICK
“Done” to return to the Launching
My Digital ID Card Screen in
step 2.

In order for us to verify your identity, wou must enter your smart card

Please enter your smart card PIN balow and click Continue:

i @

i hitpsyfissuance usaccess.gsagovs - My Digital ID Card - Windows Internet Explorar

=

My Digital ID Card lETlV@ENTI‘I’Y

Optional Card Updates

Last Logoni Friday, Jufy 25, 2014 114247 BM
Failed Attempls Since Last Logan: 0

DN Continue, or dick Done to exit;

- =
@ 1'd like to change the PIN of my smart card

Dane

acTivi[DenTiTy

We have found the following opticnal updates for your smart card.
Flease select the achon you would like to perform st this time and click

"

Continue
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Notice SEM-37

LincPass Badge Updating Process (Continued)

Exhibit 2

Step Action Visual Display

7 | If user chooses an update, the (@ niosssuance usaccess gsagou! - My Digtal ID Card - Windows ntemet plorer | =5 |
Updatlng Your Smart Card Screen will My Digital ID Card activi[BentiTy l
be displayed, indicating that user’s Udinding Ve Seast o e '|
LincPass badge is being updated. S . | . .

reader during this operatian.
Important: Do not remove user’s (B
LincPass badge from
the card reader until 6 =
this process is
complete. Thls may PO -
take a few minutes.
The percent complete ——
will be displayed on the
screen.

8 |After the update is complete, the My | & res/sunceuacengsagon My Dt 1D Cord-Wodows nenet gl |21 WSl
Digital 1D Card Screen will be My Digital ID Card acTiv(DEnTiTY
redisplayed, indicating that the My Digital ID Card 0
LincPass badge has been successfully O - W T
Updated. CLICK “Done”. Thank you for using My Digital 1D Card.

Done
acTiv(BenTiTy

9 |If user clicks “Continue™ in step 8, the || & mosismcecesangen oo 0 cas - Windows emet s |1
Optional Card Updates Screen will be My Digital ID Card acTiv(DenTiTy
redisplayed. Click either of the Optional Card Updates “r®
following: Last Logasi Fiday, Juby 25, 2004 1181147 oW

‘We have found the following optional updates for your smart card.
e “Continue” to take action on the Plense sasctthe acion vou wpuk live s pasformn st il tve nd ok m
IiSted items @ 1'd like to change the PIN of my smart card
Note: In the example displayed,
the action is to change acTiv(@enTity
user’s LincPass badge PIN.
e “Done” to exit.

10 [When user clicks “Done”, user can
remove the LincPass badge from the
card reader. The LincPass badge
update process is complete.
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