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Chapter 1: Introduction To OPM eOPF

Chapter 1: Introduction To OPM
eOPF

The Northrop Grumman Corporation is helping The United
States Office of Personnel Management (OPM) change the
way Federal Government agencies maintain and access
official personnel folders (OPF). Personnel offices across
the nation are changing from a paper-based personnel
records system to an electronic official personnel folder
(eOPF) management system. All current paper OPF
documents are uploaded into the Web-enabled Electronic
Official Personnel Folder (eOPF) solution. In the future, all
personnel actions will be performed electronically. That
includes how you and your co-workers access your OPF
and the OPFs of those whom you support. With personnel
records being electronic files instead of paper, eOPFs can
be viewed 24 hours a day, 7 days a week.

What is eOPF, and what does it mean to you? The eOPF
solution is designed to electronically store, manage, and
distribute OPF documents. eOPF stores all OPF documents
as Portable Document Format (PDF) files, complete with
data describing the folder and its contents.

Employees are able to view their own OPFs through this
eOPF solution. eOPF allows supervisors to view the eOPFs
of all of their subordinates. eOPF has multiple levels of
access security to ensure that neither employees nor
supervisors can change an eOPF at any time, in any
manner. All access for regular users and supervisors is on
a ‘View Only’ basis. eOPF security features also ensure the
integrity of the eOPF solution. In addition, eOPF security
logs and tracks every action performed within eOPF. That
includes notification to employees every time a new
document is added to their eOPFs.

This training session is designed to introduce you to the
eOPF solution, and to familiarize you with what you may or
may not do within eOPF based upon your security access
level.

eOPF System Administrator Training Manual 1



Chapter 1: Introduction to OPM eOPF

IMPORTANT!

This System Administrator Training Manual includes
screens from the eOPF solution representative of what you
may see; however, your system may appear slightly
different depending upon your agency’s requirements. In
addition, some functionality, such as career briefs and
position descriptions, is optional and may or may not be
configured for your system.

eOPF System Administrator Training Manual



Chapter 2: eOPF Browser And Viewer Requirements

Chapter 2: eOPF Browser And Viewer

Requirements

To access and use the eOPF solution, there are two basic
“off-the-shelf” software requirements for the user’'s PC: a
Web browser application and Adobe Acrobat Reader.

2.1 Browsers

Commercially available Web browsers can be used to
access the eOPF solution. For best results, OPM
recommends using the latest version of Microsoft Internet
Explorer.

2.2 The eOPF Viewer

The eOPF solution stores documents as Portable Document
Format (PDF) files, which are viewed and printed using
Adobe Reader. If you do not have Adobe Reader installed
on your computer, you may download the free viewer off
the Internet.

Note:

The Adobe Reader “options” should be set “not” to view
inside the browser.

eOPF System Administrator Training Manual 3
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Chapter 3: Getting Started With eOPF

Chapter 3: Getting Started With eOPF

Before using the OPM eOPF solution, you must login.
Logging in requires a valid eOPF ID and password. Your
eOPF account may be set up when your agency initially
deploys eOPF, or when you first become an employee. If
you do not have an eOPF ID and password, please contact
your eOPF administrator to obtain one.

If you forget your password, a “Forgot Password” link is
available on the eOPF Logon page. Enter your eOPF ID
and click the Forgot your Password? link on the eOPF
Logon page. eOPF generates a letter assigning you a new
password. A new password is sent to you by either U.S.
mail, or email. Your organization will advise you what to
expect.

Note:

Both Single Sign On and eAuthenticate initiatives are
being implemented for eOPF. If activated for your
agency, you will no longer directly log into the eOPF
application. In that case, you will connect to eOPF using
an eAuthenticate type portal. When Single Sign On is
used, the eOPF ID and password functionality will be
disabled.

Note:

As an eOPF administrator, you can set the number of
logon failures that personnel may be allowed before the
user account is disabled. Typically, after three (3)
consecutive failed attempts to logon to eOPF, the user
account is “locked out” as a security precaution. eOPF
administrators must reset the user account after the user
exceeds the maximum number of failed logon attempts.

eOPF System Administrator Training Manual 5



Chapter 3: Getting Started With eOPF

To ensure the data integrity and security of the OPM eOPF
solution, you must remember to safeguard your eOPF ID
and password. Some basic guidelines for maintaining your
password security are as follows:

+ Do not give your password to anyone.

+ Do not write your password down.

+ Do not let anyone logon with your eOPF ID or
password, because eOPF will log and track all actions
performed during your eOPF session to your eOPF ID
and password.

3.1 Logging Into eOPF

To log into eOPF:

1. Launch the eOPF application by double-clicking the
OPM eOPF shortcut on your desktop.
The OPM Government Usage Agreement page appears
with warnings and conditions for using the OPM site.

Office of Personnel Management

The Federal Government's Human Resources Agency

| Strategic Management of Human Capital Employment and Benefits

You are here: Horme = sgoew = EHRI = OPF

%)47 ﬁ:& Uf/;um( tla
4

e

This is an official .5, Government System for authorized use only. Unauthorized use of this system or the
information on this systemn could result in criminal prosecution, Signing into this application indicates you have read
and accepted the Full Terms and Conditions of Use and you consent to secure testing and monitoring.

Signing into this application indicates you have read and accepted the Privacy Policy, and you consent to secure
testing and monitaring.

Signing into this application indicates you have read and accepted the Rules of Behavior, and you consent to secure
testing and maonitoring.

To access your account information, your computer's assigned Internet Protocol {IP) address, which is controlled by
your Internet Service Provider (ISP), must remain the same from the time you enter your user name and password
on the Login Page until you leave the Account Access section.,

Please be aware, you must have Microsoft Internet Explorer version 6.0 or higher and adobe Acrobat Reader version
6.01 or higher to run this application software. JavaScript must be enabled to use the eQPF application.

Agency Specific Message
e

\

Office of Personnel Management Site Index |A-Z 'I
1900 E Street M, Washington, DC 20415-1000 | {202) 606-1800 | TTY (202} 606-2532

Contact Us | Forms | FAQ's | Products & Services
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Chapter 3: Getting Started With eOPF

Note:

The OPM URL address for eOPF will be announced at
the time of deployment, or you may obtain the address
from OPM eOPF administrators.

2. Read the User Agreement, and click the Accept

S button.
The eOPF Logon page appears.

r
2 eOPF Login - Microsoft Internet Explorer,

Oftfice of Personnel Management

enTerPRISE H R -

eHR eOPF v4.0 Testing

Enter your e0OPF ID and Password to log in. *

E-GOV

‘EDPF 1D: ‘

PASSWORD:

Forgot your Password?

Forgot your e OPF ID?
New User - Request Password...

% Laral intranet

3. In the eOPF ID field, enter your eOPF ID.
4. In the Password field, enter your password.

5. Optional: If you are a new user, click the New User-
Request Password... link.
The New User — Request Password page appears
allowing you to request your new password.

6. Click the Submit MR button.
If you have logged into this eOPF version previously,
the eOPF Welcome page appears.

eOPF System Administrator Training Manual 7



Chapter 3: Getting Started With eOPF

Note:

The first time that you logon to eOPF, the Change your
Password page appears displaying a message that your
password has expired. Change your password in
accordance with your password security requirements.

Note:

If you are logging into eOPF v4.0 for the first time, you
will be forwarded to the Select Security Questions page.
Here you will be required to answer security questions
that only you would know the correct answers.

The Select Security Questions page appears below.

2 eOPF - Select and answer security questions - Microsoft Internet Explorer

Select and answer your security questions

Purpose: The following security questions will be used to verify your identity if you forget your
password or @0PD ID. You can modify the answers using "My Profile’ after you login.

Email Address: |

Dchnnk here, if you are using assistive technology? (ex: Screen Reader)

Personal Questions

Pieaze select and answer all questions below.

What are the last 4 digits of your SSN?(Ex 1234) w
Whal are the last 4 digits of your SSN7(Ex: 1234) v
What are the last 4 digits of your SSN?(Ex: 1234) v:

Plaase select and answer all questions below.

What is you mother's birth date?(Ex: 09/14/1950) ¥
‘What is you mother's birth date?(Ex: 0911 41950) ~i|
What is you mother's birth date?(Ex 09/1 411950) v

Note: Answers to the above questions are required to proceed into eOPF. Clicking Cancel will exit you
out of the application,

e e

% Local intranet
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Chapter 3: Getting Started With eOPF

The eOPF Welcome page is shown below:

<2 Welcome to eOPF - Microsoft Internet Explorer |Z||E|[g|
L

My e0OPF
Search eQPF

Workflow Introduction:
My Profile

Help | FAOQ | Home

Welcome to the eOPF System

The eCPF Systerm containg electronic copies of the documents that make up your

. Official Personnel File, your e0FF rmay not contain copies of all documents that were
Create SF 75 created, as many of these docurments have not been scanned in yet, If you have

= questions concerning the technical aspects of the eOPF, email the e0PF

Print Folder administrator at eopfadmin@opm.goy

Batch Print

App Admin

CQuestions concerning specific persannel actions should be sent 1o the appropriste HE
Reports - ]

Y “qoresentative, Dermod0 (Gaining)
Pwd Admin

Transfer

Logout

User Info:
Etnail: HRSpecialistEatesh
Ermiail Motification Cpt Out Sta
Password will expire in: 180 digsd

Main Menu
Buttons

‘ﬁ Local inkranek

Note:

Your Main Menu buttons may appear slightly different
from the example above. The main menu buttons are
dynamically activated by your role within eOPF and
your security access permissions.

3.2 Changing Your Preferences

The OPM eOPF solution allows you to set preferences
within the application. There are two types of preferences:
General and Workflow. Workflow is only accessible if you
have a workflow enabled account.

From the General Preferences tab, you can set your default
forms list on the Search page and which columns to
display in the result set.

eOPF System Administrator Training Manual 9



Chapter 3: Getting Started With eOPF

To change your general preferences:

1. From the eOPF main menu, click the My Profile

My Profile  olU1ute]ol
General

The General Preferences | "= | tab of the My
Profile page displays by default.

2 My Profile - General Preferences - Microsoft Internet Explorer _ _ _

General Workflow Change Emergency Change Change Security Help
Preferences Preferences Email Data Password Questions
My eOPF Preferences - General Preferences :
bl e
Workflow
My Prafile HNumber of Rows per Page (Display):
App Admin
Create SF 75 Display SEN column with Folder reautts
— Select Results Display (Folder):

L
Print Folder Dlsplay Lazt Mame column with Folder results

Dlsplay Firzt Mame column with Folder results
Batch Print

Reports Select Default Search Option (Forms): | (&) common Forms (O &l Forms O Agency Forms
Pwd Admin
= Display Form Mumber column with Document results

Transfer
DDisplay Form Description column with Document results

Lopaut Display Type Description column with Document results
[Coisplay MOA Coe 1 column with Document resuts

Select Results Display (Document): DDiSplay MOA Code 2 column with Document results
DDisplay Sice by Sice column with Document results
DDlsplay Create Date column with Document resultts
DDlsplay Falder Sicde column with Document resutts
DDisplay Exception Comment column with Document results
DDisplay Print column with Document resultts

Are you using assistive technology?
{ex: Screen Reader) @ Mo OYes

2. Type your desired number of rows per page in the
Number of Rows per Page (Display) field.

3. Select which fields you would like to see for each
section.

4. Select if you are using Assistive Technology.

5. Click the Apply |l button.

The General Preferences page reappears displaying
the following message: “Settings updated. Some of
these settings will take effect next time you log
into eOPF.”

10 eOPF System Administrator Training Manual



Chapter 3: Getting Started With eOPF

3.3 Your Email Address

The OPM eOPF solution notifies you by email every time a
new document is added to your eOPF. Your agency will
provide guidance at to whether or not you can change your
email address.

To change your email address:

1. From the eOPF main menu, click the My Profile

My Profile button.

The General Preferences tab of the My Profile page
displays by default.

E My Profile - Change Email - Microsoft Internet Explorer

[ General Workflow Change Emergency
5 Email Data

r(hanqz Change Security Help |
P

assword Questions

WAL Email Address :

Search eOPF

Workflow Instructions: The sOPF system can autmatically inform you every time a document 5 added to your eOPF, To receive
a notification, please insert the email address you would like this notice sent to into the email address block below. You
may change this address whenever you would like, If you do not enter an address you will not recelve any email
notification.

My Profile

App Admin

Create 5F 75

Print Folder ‘Your Email Address: HRSpecialist@test.org

e e

Batch Print

Reports

Transfer

Change

2. Click the Change Email ™" _| tab at the top of the

page.
The Change Email page appears.

3. Type your email address into the field provided.

4. Click the Update m button.

The Change Email page reappears displaying the
following message: “Email Address updated
successfully.”

eOPF System Administrator Training Manual 11
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3.4 Viewing And Updating Emergency Data

The OPM eOPF solution allows you to enter Emergency
Contact Information. This information is available to your
supervisor and/or HR personnel for emergency use only.

To view and update emergency data:

1. From the eOPF main menu, click the My Profile

LU button.

The General Preferences tab of the My Profile page
displays by default.

Emergency
2. Click the Emergency Data |l "** | tab at the top of
the page.
The Emergency Data page appears.

- Emergency Contact Information :

ENTRY OF THE FOLLOWING INFORM
Disclosure Stateme

work, This infoe mation will b :
used for any ofher purpose, A log i kept showing any tme tis iné
to changs this data.

redfivichsals of your choice should you be taken il or injured during
persornal for mergency use only, This information i not o be
s viwad and or changad, Only the Individual aenployes it suthor zed|

First Marne : SPECALET Initiaks : E

20151 #p/Pastol Codes |
UNITED STATES Country: | UNITED STATES .

Motify Second:

Last Kame :

First Masmee &

Relationship :

Street 11

ry 1| UNITED STATES - Country : | UNITED STATES v

3. Edit the desired fields, and click the Apply kil
button.
The Emergency Data page reappears displaying the
message “Emergency data updated successfully.”

12 eOPF System Administrator Training Manual



Chapter 3: Getting Started With eOPF

3.5 Managing Your eOPF Password

eOPF gives you the ability to change your password
anytime. For example, your password may have been
compromised or you may need to synchronize your eOPF
password with your network password.

Note:

The following topic is only relevant if you are using the
traditional eOPF login page requiring an eOPF ID and
password. As agencies implement Single Sign On and
eAuthenticate, the need to maintain a specific eOPF ID
and password will cease to exist.

When you change your password, you must ensure that
your new password adheres to all requirements that your
eOPF administrator has defined. Your administrator may
require that you use a combination of the following:

+
4
+
+

+

Minimum number of 8 characters.

At least one uppercase or lowercase letter.
At least one number.

At least one special character such as:

@ # $ %" &), +.{}[1]: > etc)
Password expiration period.

To change your password:

1. From the eOPF main menu, click the My Profile

LTI button.

The General Preferences tab of the My Profile page
displays by default.

Change

2. Click the Change Password I_"**4 | tap at the top of
the page.
The Change Password page appears.

eOPF System Administrator Training Manual 13
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Getting Started With eOPF

3. Enter your current password in the Old Password field.

4.

5.

Change Password :

Allowy uzer to change Password.
Hote: Password must contain at least one upper-case letter, one lower-case letter, one number and
one special character and must be at least § characters in length.

Old Password:
New Password: | |

verify Password:

-l'i|nlﬂ -a”ﬁﬂ

In the New Password field, enter your new password.

In the Verify Password field, enter your new password
again.

eOPF password.

Click the Cancel button to cancel the password change.
The eOPF Welcome page appears with the number of
days when the password expires.

3.6 Change Security Questions

eOPF allows you to manually change your security
questions at any time.

To change your security questions:

1.

From the eOPF main menu, click the My Profile

My Profile button.

The General Preferences tab of the My Profile page
displays by default.

Change Security
Questions

Click the Change Security Questions
tab at the top of the page.
The Change Security Questions page appears.

14
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2 My Profile - Change Security Questions - Microsoft Internet Explorer,

General ‘ Workflow Change Emergency Change Change Security Help |
Preferences Preferences Email Data Password Questions
Lol Change Security Questions :
s:l:.)'::f;U:F Allowe user to change Security Guestions
My Profile
— Personal Questions
Sl R [4hatis your Birth State #Ex V&) | [mD
:mt‘ F:I.der |What is the yearyou graduated from high school?(Ex 1987) v| |1995 ‘
:::plm:lsm |What is the color ofyour mother's eyes?(Max 35 chars) v| |EROWN ‘
Pwd Admin Helpdesk Questions
Transfer |Whatisthe name of your high school?(Max 35 chars) v| |MOUNT YERMON ‘
CEpoit |What is your father's middle name?(Max 34 chars) v| |EDWARD ‘
|Whatisy0urfav0ritet\me ofthe year?(Max 35 chars) v| |WINTER ‘
[ upomTE == T

3. Select the security question(s) you would like to change
by clicking the appropriate drop-down arrow. Once you
select your new security question(s), type the correct
answer in the box to the right of the question.

4. Click the Update L& hutton to update your
security questions.
The Change Security Questions page reappears
displaying the message “Security questions updated
successfully.”

3.7 Accessing Online Help

The OPM eOPF solution allows you to access on-line help
for just in time tutorial or refresher training.

To access online help:

1. Click the Help link in the upper right corner of an eOPF
page.

eOPF System Administrator Training Manual 15
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2} Welcome to eOPF - Microsoft Internet Explorer, |Z||E|rg|
-~

My eOPF
Search eQPF

Workflow Introduction:
My Profile

Welcome to the eOPF System

The e0OFF Systerm containg electronic copies of the documents that make up your
Official Personnel File, Your eOPF may not contain copies of all documents that were
Create SF 75 created, as many of these docurments have not been scanned in yet. If you have
questions concerning the technical aspects of the eOPF, email the eOPF
adrinistrator at ecpfadmin@oprn.goy

App Admin

Print Folder

Batch Print

Questions concerning specific personnel actions should be sent to the appropriate HR
representative. Dermodd (Gaining)

Pwd Admin B

OPM Web Page...

Reports

Transfer

Logout

User Info:

Email: HR Specialisti@test org

Email Matification Opt Out Status: Mo,
Pazzward will expire in: 180 dayi=).

‘a Local inkranst

2. Search to locate information about eOPF functionality
and procedures

3.8 Accessing Frequently Asked Questions (FAQ)

The OPM eOPF solution provides answers to frequently
asked questions on its FAQ page.

To access the FAQ page:

1. Click on the FAQ link in the upper right corner of an
eOPF page.

16 eOPF System Administrator Training Manual
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2 Welcome to eOPF - Microsoft Internet Explorer, |Z||E|r5__(|
~

My eOPF
Search e0PF

Workflow Introduction:
My Profile

Welcome to the eOPF System

The e0FF System containg electronic copies of the documents that make up your
Official Personnel File, Your @0PF may not contain copies of all documents that were
Create SF 75 created, as many of these docurments have not been scanned in yet, I you have
questions concerning the technical aspects of the eCPF, email the eCPF
adrinistrator at eopfadmin@oprn, gov

App Admin

Print Folder

Batch Print

Questions concerning specific personnel actions should be sent to the appropriate HR.
representative. Dermodd (Gaining)

Pwd Admin B

OPM Web Page...

Reports

Transfer

Logout

User Info:

Emzil: HRSpecialist@test.org

Ermail Motification Opt Out Status: Mo,
Password will expire in: 180 day(=s).

‘:} Lacal intransk

2. Browse the FAQ page to learn answers to the questions
most people are asking.

You could get answers to questions similar to the
following:
4+ What is the OPM eOPF solution?

4+ What eOPF questions do people ask most
often?

What is new in eOPF?

- ¥

What kinds of technical issues may we
encounter?

4+ Who do I call when I need help with eOPF?

eOPF System Administrator Training Manual 17
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3.9 Using The Home Link

The OPM eOPF solution allows you to return to the eOPF
Welcome page by clicking the Home link in the upper
right corner of any eOPF page.

2 Welcome to eOPF - Microsoft Internet Explorer, |Z||E|r5__(|
~

My eOPF
Search e0PF

Workflow Introduction:
My Profile

Welcome to the eOPF System

The e0FF System containg electronic copies of the documents that make up your
Official Personnel File, Your @0PF may not contain copies of all documents that were
Create SF 75 created, as many of these docurments have not been scanned in yet, I you have
questions concerning the technical aspects of the eCPF, email the eCPF
adrinistrator at eopfadmin@oprn, gov

App Admin

Print Folder

Batch Print

Questions concerning specific personnel actions should be sent to the appropriate HR.
representative. Dermodd (Gaining)
Pwd Admin _

OPM Web Page...

Reports

Transfer

g0
— User Info:
Emzil: HRSpecialist@test.org
Ermail Motification Opt Out Status: Mo,
Password will expire in: 180 day(=s).

|£

‘:} Lacal intransk
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Chapter 4: Viewing eOPF Documents

eOPF organizes and manages personnel documents within
an electronic folder. All Federal government employees
have an eOPF with all of their personnel documents
organized in the same manner as the traditional OPF.

4.1 Viewing Your eOPF Documents
To view eOPF documents:

1. Logon to the OPM eOPF solution.

2. Click either the My eOPF or the Search eOPF button
to access your eOPF.

+ My eOPF lists your documents from the most
recent effective date.

+ Search eOPF allows you to view:
< Particular documents.
< Your entire eOPF.

% Your emergency contact info
E Emergency Data

% Any clip folders within your eOPF
Clip Folder

Note:

A clip folder is a virtual collection of documents within
your eOPF. You can view related documents without
searching your entire eOPF. For additional information,
see Creating and Adding Pages to Clip Folders.
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My OPF My e0PF: STEVE CRAWFORD
Search eOPF
Annotation: |Vi ew documents with annotations j
Workflow
My Profile ﬂgiﬁuﬂ -‘“@
App Admin
Create SF 75 . .
= Action | 55N Latest Eff. Date FOID Ory Code Activity Codg
Print Folder
Batch Print | oond 01/11/2004 1001 01D
— B R B
Reports
Pwd Admin 102 o it(s) returned. \I
Transfer
Logout Action | Effective Date | Form Mumber | Type
Qe E P AL EER!
Q |iw/05/z008  |sFso Im\l Document
p Listing
&) |1zfo3fzo0z  |sFso INDIVIDUAL CASH AWARD
O 101172002 |sFso GROUP CASH AWARD 241
) 09222002 |SFso WITHIN-GRADE INC 293
@ |ozroarzonz  |sFso-e INDIVIDUAL CASH AWARD 840

3. Click the Action @ icon next to the document that you
want to view.
Your security options for the selected document appear.

102 document(s) returned.
Prev 1 2
. . NOA Code
Action | Effective Date | Form Mumber | Type 1
0 01/11/2z004 SF 50 PAT ADJ gad
a 11/05/2003 SF 50 INDIWIDUAL CASH AWARD 840
a 12/03/2002 SF 50 INDIWIDUAL CA View 40
Document
!
F GROUP CASH AWARD 841
— a3 Add to Clip
E Fs0 WITHIMN-GRADE IMC 893
b L |oz/0arzooz SF 50-B INDIWIDUAL CASH AWARD 840
a 01/18/2002 SF 50-B PAY ADJ gad
0 01/14/2001 SF S50-B PAY ADJ gad
a 03/22/2000 SF 50-B FERFORMAMCE AWARD 825
a 01/02/2000 SF 50-B PAT D) gad

4. Select the View [l view option.
The document you want to view launches Adobe Reader
allowing you to view the document.
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5. Click the Open button when the File

Download box displays.
The Adobe Acrobat Reader is opened and the selected
document is displayed.

File Download E|
Do you want to open or zave thiz file?

]E{- Mame: WiewPDF,pdf
ﬁ Tywpe: Adobe Acrobat Document

From: eopf.nbc.goy

Open ] [ Save ] [ Cancel

harm your computer. [f you do not trust the source, do not open or

@ YWhile files from the Internet can be useful, zome files can potentially
zave thiz file. What's the righ’?

6. Click the Close button when finished viewing the
document to return to eOPF.

Note:

Every time an eOPF document is viewed, that action is
logged electronically.

4.2 Searching For eOPF Documents

eOPF search capabilities allow you to search and filter the
search results according to your particular document
requirements. You should try searching using different
search criteria to learn how to locate desired documents in
the manner that is most effective for you.

To search for eOPF documents:

1. Click the Search eOPF IEEEEUEN button.
The Search Folders page opens.
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My <OPF Search Folders : (HR Specialist)
Search eOPF =
e Ty (T el
My Profile PO ID QOrg Code Activity Code Employee I
App Admin I‘ I I I
Create SF 75 SN & Date of Birth NOA Code 1 NOA Code 2
brint Falder | S| |
H‘mh Print Last Name First Name Query Package
Reports I | W Standard -
Pwd Admin
Transfer
Form @ cammon Forms " Al Farms 8 Agency Forms
Logout
[an
Type

[an

Folder Sides T select Al

¥ Temporary W Permanent [ Performance [ Training [ Deleted [ Cancellaion [ Transferred

Create Date Start Eff, Date End Eff. Date

il il &

I” Include Empty Folders

Note:

eOPF has “wildcard” characters to filter searches. The
‘%’ character represents multiple characters; the * ’
character represents a single character. For example:

% A% returns anything that starts with the letter
A (e.g. AA, AAA, ABA, ABC, etc.).

% A_returns anything that starts with the letter
A, plus one additional character (e.g. AA, AB,
AC, etc.).

s 1% returns 11, 123, 1234, 12345, etc.
< 1 returns 11, 12, 13, 14, 15, etc.

2. Enter search criteria for particular eOPF document(s)
and click the Search IMLLMEN button.

3. Click the Folder Action = icon of the folder to be

viewed and select the Open =/ Open option to display
the documents in the chosen folder.
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My eOPF Reason: | Annhual Review jl Annotation: | View documents with anhotations
Search eOPF
Workflow
Lyl 18 folder(s) returned.
App Admin . Activity
Action | 35N Last Marne First Marne Latest Eff. Date | PO D Ory Code Cod
Create SF 75 28
Print Folder )‘ ) |ooo-o0-0003 BECK FRED 02/08/2004 1001 10 A
gi'f:" Print =) |ooo-oo-o0011 BROWHN LEROY 04/25/2007 1001 fs3-13 A
Reparts )
— ) |ooo-00-0010 CHEEKS MART 01/12/2003 1001 OzH A
Pwd Admin
) |oo0-00-0004 CRAWFORD STEVE 01/11/2004 1001 =51+ A
Transfer
Logout ) |0o0-00-0013 HANS-SMITH CINDY 01/15/2004 1001 oD A

4. Click the Action @ icon next to the document that you
would like to view and select the appropriate action.

iy Reason: Annual Review e Annatation: | View documents with annotations
Search e0PF
ﬂﬂlﬁ"ﬁ B ]M
Workflow
My Profil
AU 13 folder(s) returned.
App Admin Activity
Action | SSN Last Name First Mame Latest Eff. Date | PO ID Org Code Coda
Create §F 75
Print Folder b‘ ) |ooo-oo-0003 BECK FRED 02/08/2004 1001 olc A
Hf"_‘" Print ) |ooo-oo-o011 BROWH LERGY 04/25¢/2007 1001 DZB A
Reports i
— ) |000-00-0010 CHEEKS MARY 01/12/2003 1001 o248 A
Pwd Admin
) |ooo-oo-ooo4 CRAWFORD STEVE 01/11/2004 1001 Q10 ”
Transfer
Logout ) |000-00-001%3 HANS -SMITH CINDY 01/15/2004 1001 o020 A
27 Common d it(s) returned for: BECK, FRED

Prev 1 2 Next

NOA Code
Action| Effective Date | Form Number | Type 1
J | oz/oerz004 SF 50 REALIGNMENT 790
@ |oworrzo0z SF 50 WITHIN-GRADE INC EEE
J |owizrzo0z SF 50 PAY D] CEES

4.3 Viewing eOPF Document Annotations

The OPM eOPF solution has an annotation feature that
allows HR specialists to make annotations on documents,
which are preserved as a layer that sits on top of the
original document. Annotations can be viewed and/or
printed with the original document. As an HR specialist,
you may annotate any document that is not part of your
own eOPF. In addition, if multiple HR specialists make
annotations, they are each saved as a separate layer,
which provides information about who added what
information.
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Annotations are added to each individual page of a
document. As a result, you must navigate to each page to
view the annotations on that particular page.

Note:

There are two classifications of an annotation: Public
and Private. A Public annotation may be viewed by

anyone who views the eOPF document. Private

annotations can only be viewed and/or edited by the
user who created the annotation or an authorized HR
specialist.

Search e0PF

To view eOPF document annotations:

Annotations should only be used to improve the
legibility of the eOPF document.

. Click either My eOPF or the Search eOPF
button to locate the annotated document.

“View documents with annotations” is the default
selection at the top of the display.

Search eOPF
Workflow
My Profile
App Admin

Create SF 75

Print Falder

Batch Print

Reports

Pwd Admin

Transfer

Annotation: | view documents with annotations x|
Action | 35N Latest Eff. Date PO 1D Org Code
) |000-00-0004 0171172004 1001 o10
102 document(s) returned.
Prev 1 2
Action | Effective Date | Form Mumber | Type ?OA Col
W) |oiazood |sFE0 PacT AD) 594
Q) |11/0s/2002  |sFs0 INDIVIDUAL CASH AWARD 40

would like to view and select the View (&l View

. Click the Action @ icon next to the document that you

option.
Your eOPF document will open in Adobe Reader.
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Chapter 5: Working With eOPF Forms

As eOPF administrators, you are responsible for creating
and maintaining personnel forms for HR specialists
throughout your personnel service center and/or region.
You will add all personnel forms that have been approved
for addition to your agency eOPF. As such, you will need to
know how to add a new form, edit that form, and if
necessary, delete the form indexing information. The OPM
eOPF solution uses indexing information to identify eOPF
forms and documents. When identifying new forms, it will
be essential that you identify these forms in terms that HR
staff are familiar with, and are expecting to see when they
search for forms. Your agency rules and regulations will
provide initial guidance on eOPF forms maintenance.

5.1 Adding An eOPF Form

Many forms have already been identified for your OPM eOPF
solution. However, HR specialists from time to time may
request through channels, that a new form be added. As
an eOPF administrator, you have a responsibility to add
new forms approved for addition to the eOPF database.

To add an eOPF form:

1. From the eOPF main menu, click the App Admin

ai LU button.
The Forms tab of the App Admin page displays by
default.

eOPF System Administrator Training Manual 25



Chapter 5: Working With eOPF Forms

Forms |FOrM| . n::j‘g?des 5“?:::_:“" Folder| Disclosure| Exception | Additional e??:;e Form| Additional ni‘:i::;';al Remedy |
Type [ T¥P" Sides | Reasons |Reasons | Config Pkgs | Access Help |

to Form Access Page
FAQ | Hom

My/E0Rs App Admin - Forms :

5“"';" nds Purpose: This web page allows the administrator to View all OPF forms and to Add, Edit, and Delete agency specific forms to the
My Profile agency's eOPF application database, Any form labeled as 'B0PF STD' in the 'Added By' column is locked and is managed by OPM, By
= default the results table lists all available forms sorted by the 'Description’ coluran, Use the 'Filker Forms' feature to search for a specific
App Admin form or group of forms.
User Admin
RAbLLLLl  Fitter Forms: Use % as wild-card character
Create SF 75 _
- Description:
Reports
= Title:

Pwd Admin

Logout REETTeS T [ETET—

12345678910..

Description Title parm Obsolete Common | Transfer lEtucicysppadded
[1] Page By

AVWARD ACTION -

AND CBC (100 12451 TRANSMTTAL 10197 DHHS Edi | Delete
ACTION REPORT FOR

UMD GEN 12450 BENEFICIAL SUGGSUPERIOR 10198 DHHS Edit | Delete
ACCOMPLISHMENT
ACTION REPORT FOR

A1MD GEN 183 BEMEFICIAL SUGGESTION & 10189 DHHS Edit | Delete
SUPERIOR ACCOMPL
PERSONMEL RECORD

TIMD NSYLE 12290/8 VERIFICATION 10200 DHHS Edit | Delete
ADOPTION OF BENEFICIAL -

AIND NSYLE 1245273 SUGGESTION 10201 DHHE Edit | Delete
MOTIFICATION OF ¥ATHIN =

A1ND NSYLB 1255204 GRADE INCREASE 10202 DHHS Edit | Delete
RECORD OF CREDITABLE

UMD NS 1225072 SERVICE 10203 DHHS Edit | Delete
SPECIAL
ACHIEWEMEMT/BEMEFICIAL "

A1 ND WS 1245004 SUGGESTION AWARD ACTION 10204 DHHS Edit | Delete
RPT
SUGGESTION ACTION REPORT =

12MD GEW 200 AND NOTIFICATION 10205 DHHS Edit | Delete
ADOPTION OF BENEFICIAL

AMD NSD 1245273 SUGGESTION 10206 DHHS Edit | Delete
STATEMENT OF

B30 ARCOM 52 UNDERSTANDING 10207 DHHS Edit | Delete

AAFES 11011 AFFIDAYIT 10208 DHHE Edit | Delete

AAFES 1200 28 AMFES PERSONNEL ACTION 10209 DHHS Edit | Delete

2. Scroll down to the last line to add a new form.

AAFES 1101 1 AFFIDANVIT 10208 DHHZ Edit | | Delete

AAFES 1200 28 AAFES PERSONMEL ACTION 10209 DHHS Edit | Delete
ARMY & AR FORCE

AAFES 1200 29 EXCHANGE SERVICE 10210 DHHS Edit | | Delete

PERSOMMEL REGIUEST
AAFES 1200 75 AAFES PERSONMEL ACTION 10211 DHHS Edit | Delete

Attach File Insert

12345678910..

3. Complete each field to define the new form.
Add the form Description, Title, and appropriate
information.

4. Click the Insert link.
The Forms page updates with following message “Form
XXXX is added successfully.”
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5.2 Editing An eOPF Form

The OPM eOPF solution enables eOPF administrators to edit,
and update form information. The information in fields may
be edited as required, and the updated information will be
available within seconds.

To edit a form:

1. From the eOPF main menu, click the App Admin

ai LU button.
The Forms tab of the App Admin page displays by
default.

Edit

2. Locate the desired form and click the Edit button.
The Forms tab reappears with the fields’ active for
editing.

3. Change form specific data and add/remove the
instruction pages associated with the form, as desired.

4. Click the Update button to save the changes.
The Forms page reappears with the fields updated.

5.3 Deleting An eOPF Form

If you need to delete a form that is no longer required or
used, you may delete the form as easily as it was created.
Always verify whether the entire form or selected pages
need to be deleted. Keep in mind, that any form that has
an eOPF document indexed using the form can not be
deleted. To ensure that no form is removed that is
currently in use, an error message indicates to re-index the
document prior to deleting the form. Deleting the form
does not delete any OPF documents.
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To delete a form:

1. From the eOPF main menu, click the App Admin

WL LI button.
The Forms tab of the App Admin page displays by
default.

2. Locate the desired form and click the Delete link.
The confirmation pop-up box appears.

Microsoft Internet Explorer rg|

\:{_/ Do wou wank ko delete record?

[ ok |[ Cancel ]

3. Click the OK | . button.
The Forms tab reappears without the form.
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Chapter 6: Working With Form Types

Another responsibility you will have as an eOPF
administrator is to define different form types. A form type
defines the role of a particular form, or document. A form
can have one, or more form types assigned to it. Each
form type specifically identifies the particular document. In
most cases, there is only one type, which categorizes a
particular form. For example, a Form TSP 1 has only one
form type, ‘Benefits’, associated with the document. On
the other hand, the SF 50 document has many form types,
which define the specifics of the objective or Nature of
Action Code (NOAC) being used. As with the form
description, the type description can be used as a filter for
the user to search for documents within an eOPF.

Example:

A SF 50 is the specific form. The form types are Promotion,
Within-Grade Increase, Career Appointment, Change of
Status, etc., which in the case of a SF 50 are associated to
a Nature of Action (NOA).

6.1 Adding A New Form Type

eOPF is deployed with a catalog of form types that have
been identified by OPM. A form type is either a NOA
description, or one of nine other common categories:
Employee, Performance Appraisal, Benefits,
Investigations/Security Clearance, Payroll, Contact
Information, Position, Training or Exception. The
Exception form type is used to handle documents that
have an error that prevents the document from being
assigned a proper form type classification. An example is a
SF 50 with a NOA Code that is not valid. The form is
known, but not the form type, so it is classified as an
Exception form type.

There may be an occasion that requires an eOPF
administrator to add new form types not already listed in
eOPF.
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To add a new form type:

1. From the eOPF main menu, click the App Admin

W LU button.
The Forms tab of the App Admin page displays by
default.

Form
2. Click the Form Type IT¥re | tab.
The Form Types page appears.

F Form|_ Ass"igld SUEervisnr Folder | Disclosure | Exception| Additional WTDPF Form||Additional A:ditinnal Remedy |
Orms | rype || ¥PES/SIdES ©O'M  lcides | Reasons |Reasons | Config CICOME plgs || Access ceess Help |
toForm | Access Page [Templates
FAQ | Homdg

My <0PF App Admin - Form Types :

Search e0PF Purpose: This web page allows the administrator to View all eOPF form types and to Add, Edit, and Delete agency specific form types to
Wy Profile the agency's eOPF application database. An example of an agency specific form fype is a 900 series MOA cade. Any form type labeled as

= '20PF STO' in the 'added By' column is locked and is managed by OPM. By default the results table lists all available form types sorted by
App Admin the 'Description’ calumn, Use the ‘Filter Types' feature 1o search for a specific form type or group of form types.

User Admin

System Admin Filter Types: Lzg % as wild-card character.

Create SF 75 Description: | \

Reports

Pwd Admin

HOA Code: | \

e

Logout

w11121314151617181920 ..
Description NOA Code Type ID Eff From Date (mm/dd/yyyy) Eff To Date (mm/dd/yyyy) Added By

EXC APPT NTE 17 70 0B/01/1930 eOPF STD
EXC APPT-COND 173 72 03011956 08011857 &0PF STD
EXC APPT-CORD 173 73 0B/011930 01001 11952 e0PF STD
EXC APPT-INDEFIMITE 172 7 0B/01/1930 01011852 eOPF STD
EXCEPTED APPT - PMIP 178 7 o7mimgre 01011852 &0PF STD
EXCEPTION 422 e0PF STD
EXCEPTION T RIF RELEASE 7585 309 01/01/1993 eOPF STD
EXEMPLARY PERFORMAMNCE AvWARD | 671 372 020141994 12/31/1898 &0PF STD
EXEMPLARY PERFORMANCE AWARD 871 B21 01/011999 e0PF STD
EXPIRATION OF GRADE RETENTION 862 364 02011979 011011852 eOPF STD
EXT DETAIL NTE T B04 12/0172004 &0PF STD
EXT OF APPT NTE TEO 0 0B/011930 e0PF STD
EXT OF DETAIL NTE T3 285 040111979 03011857 eOPF STD
EXT OF FURLOUGH MTE 2 320 01011982 £0PF STD
EXT OF LWOP MTE 73 321 01/01 1952 e0PF STD

Insert

..11124314151617181920 ...

3. Scroll down to the last line to the Insert row and type a
description in the Description field.

4. Enter a Nature of Action Code, if applicable. Enter the
Effective From Date if a NOA Code is used.
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5. Enter the Effective To Date if you know the length of
time the NOA Code will be valid.
Leave Effective To Date blank if the NOA Code does
not have an effective end date.

6. Click the Insert link.
The Form Types page reappears with the message
“Form Type is added successfully.”

The occasion may arise where the eOPF administrator
may need to delete a form type.

Note:

Any item labeled ‘eOPF STD’ in an Added By column
can not be changed. These items are maintained by
OPM as standard to all eOPF agencies.

To delete a form type:

1. From the eOPF main menu, click the App Admin

button.

The Forms tab of the App Admin page displays by

default.

2. Click Form Type

Form
Type

tab.

The Form Types page appears.
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F Form|. Ass}g'.'d Sugervisur Foldet | Disclosure|| Exception| Additional WTDPF Form|\Additional A‘iditi"“al Remedy |
Orms lrype || ¥PES/SIAES O'M  lcides | Reasons |Reasons | Config CICOMElpkas | Access ceess Help |
to Form Access Page I es
FAQ | Homg

My e0PF App Admin - Form Types :

Search eOPF Purpose: This web page allows the administrator to Yiew all @0PF form types and to Add, Edit, and Delete agency specific form types to
the agency's eOPF application database. An example of an agency specific form type is a 900 series NO& code. &ny form type |abeled as

My Profile 7 o 0 0 - : 0
aeme '20PF STD' in the 'Added By' colurnn is locked and is managed by OPM, By default the results table lists all available form types sorted by
App Admin the 'Description’ colurmn, Use the 'Filter Types' feature to search for a specific form type or group of form types.
User Admin
lSvsremMmin Filter Types: Use % as wild-card character.
Create SF75 Description: ‘ |
Reports HOA Code: ‘ |
Pwd Admin
e
Logout
w11121314151617181920..
A NOA Eff From Date Eff To Date
Description Type ID Added B
P Code ' YP (mm/ddiyyyy) (mm/ddiyyyy) Y
CONY TO LISPS 588 256 0B/ 11930 010171982 2OPF ST
CORY TO LSPS 5E8 254 OB/ 1930 M9z e0PF STD
CORY TO LSPS 564 252 OB/ 11930 0101 1982 e0PF STD
CONY TO WETERANS READJUSTMENT APPT | 578 244 0B/ 11930 010171982 2OPF ST
CORRECTION ooz 2 OB/ /1930 e0PF STD
CORRECTION OF CURRENT CPDF FILE o7 & OB/ 11930 01011985 e0PF STD
CORRECTION OF DATA 900 10424 01172000 DHHS Edit | Delete
CORRECTION OR IMTIAL INPUT 008 5 OB/ /1930 06011578 e0PF 5TD
COST OF LIVING ALLOWANCE STARTICHS 992 10473 00 72000 DHHZ Edi | Delete
COLNTY TAX WITHHOLDING 923 10433 01172000 DHHS Edit | Delete
CURREMT APPOINTMENT AUTHORITY
NTIALIZATION 022 18 0101 11952 01011955 e0PF STD
DEATH 350 154 OB/ 1930 e0PF STD
DELETION FROM FILE 010 11 OB/ 11930 01011985 e0PF STD
DENIAL OF WITHIN-GRADE I 288 384 0711975 2OPF ST
DETAIL 930 10440 0101 #1950 DHHS Edit | Delete

w11121314151617 181920 ..

3. Click the Delete link associated with the desired form
type.
The OPM eOPF solution verifies that the selected form
type is not joined to a form. If joined, an error message
is displayed in red at the top of the Form Types page.
If the form type is unused, a delete confirmation pop-up
box appears.

Microsoft Internet Explorer, rg|

\:.:/ Do wiou wank to delete record?

| ok |[ Cancel ]

4. Click the OK button.
The Form Types page reappears with the form type
deleted.
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6.2 Associating A Form Type With A NOAC

Every SF 50 form type is associated with a NOAC. The OPM
Guide for Processing Personnel Actions associates a
numeric code with each NOA. The NOAC helps eOPF
interpret the data from the eOPF SF 50 data feeds to
facilitate additional NOAC indexing to further filter eOPF
searching. eOPF maintains a form type description that is
consistent with the NOAC description from OPM. A NOAC
can only be associated with one form type for a given
timeframe.

To associate a form type with a NOAC:

1. From the eOPF main menu, click the App Admin

button.
The Forms tab of the App Admin page displays by
default.

Form

2. Click the Form Type [T¥ee | tab.
The Form Types page appears.

F Form |, 'A“:,gf'd Sugervisur Folder| Disclosure || Exception| Additional wEIBPF Form (Additional A‘;diti"“al Remedy |
OFMS rype ||| YPES/SI0ES oM | Sides | Reasons |Reasons | Config ecomeprgs | Access CCess Help |
to Form Access Page Templates FAQ | Hom:

My <OPF App Admin - Form Types :
Search eOPF Purpose: This web page allows the administrator to Yiew all eOPF form types and to Add, Edit, and Delete agency specific form types to
the agency's eDPF application datshase. An example of an agency specific form type is a 900 series NOA code. Any form type labeled as
'BOPF STD' in the ‘added By' colurn is locked and is managed by OPM. By default the results table lists all available form types sorted by
App Admin the 'Description’ column, Use the 'Filter Types' feature to search for a specific form type or group of form types,

My Profile

User Admin
-.':rmm Admin Filter Types: Use % as wild-card character
Create 5F 75 Description:
T HOA Code:
Pwd Admin
Logout
W 212223 24252627 282930 ..
Description NOA Type ID Eff From Date Eff To Date Added By
Code (mm/ddyyyy) (mm/dd/yyyy)
POSITION CHANGE 47 307 021011979 010171932 e0PF STD
POSITION CHAMGE TAG 306 Q2mo10m97a 010171952 s0FF S0
POSITION CHAMNGE T44 304 0210171979 010171932 e0PF STD
POSITION CHAMGE (PEM CHZ) 740 3 o2m1i9ra sOFF S0
POSITION CHAMGE MTE 741 302 0210171979 e0PF STD
POST DIFFERENTIAL STARTY CHGE 291 10472 010172000 DHHE Edit | Delete
PREMILM PAY STARTICHG 937 10469 0140172000 DHHS Edit | Delete

Edit

3. Click the Edit button associated with the desired
form type.
The Form Types page reappears with the fields open for

editing.
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Assign
" ypes/Sides
0 Form

<OPF
|||||
Page

Remedy |
Help | FAQ |
Home

Form | Additional

Additional
A
Phegs

re | Exception || Additional
ons | Reasons onl

ssssss Templates

My cOPF App Admin - Form Types :

EXEElll Purpose: This web page allows the administrator t View all e0PF form types and to Add, Edit, and Delete agency specific form types o the agency's eOFF
application database. 4n example of an agency specific form type is @ 900 series MOA code. Any form type [abeled as '=0PF STO' i the ‘4cded By column is locked
and is managed by OPM. By cefault the results table lists all available form types sorted by the Description’ column, Use the Filter Types' feature t search for a
specific form type or grodp of form types

Filter Types: Use % as wild-card character

Description:

Reports
Pwd Admin

NOA Code:
——

Logout

21222324 252627282930..

Description NOA Code Type ID fg;;z;’;ﬁ;‘; 1;$Luam) Added By

POSITION CHANGE 747 307 02001 1979 01101 4382 eOFF STD

POSITION CHANGE 746 306 021979 01982 e0PF STD

POSITION CHAMNGE 744 304 nz2mn9rg 01111982 e0FF STD

POSITION CHANGE (PSH CHG) | 740 301 02011979 eQFF STD

POSITION CHANGE MTE ™ 302 02mnars eOFF STD

POST DIFFERENTIAL START/ a5 10472 o140 2000 DHHS % Delete
PREMIUM PAY START/O |987 10468 ||01/01/2000 DHHS
FPRESIDENTIAL RANK &VWARD | 878 609 0443072008 e0FF STD

PROMOTION 701 73 081 1379 01101 4382 eOFF STD

PROMOTION 702 274 DB 1930 e0PF STD

PROMOTION MTE 703 e 01011982 e0FF STD

PROVISIONAL APPT NTE 190 79 04011391 =0FF STD

4. Enter the desired NOAC in the NOA Code field.

5. Enter the Effective From Date and Effective To Date,
if known.

6. Click the Update button.
The Form Types page reappears with the message
“Form Type ID XXXX is updated successfully.”

Note:
The Form Type ID is assigned by eOPF.

7. To return to the Form Types page without associating a
form type with an NOAC, click the Cancel button.

6.3 Removing A Form Type’s NOAC Association

As an eOPF administrator, there may be times when you
need to remove a form type’s NOAC association. A NOAC
association could have been created in error, or the NOAC
association could have changed.
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To remove a form type’s NOAC association:

1. From the eOPF main menu, click the App Admin

button.
The Forms tab of the App Admin page displays by
default.

Form
2. Click the Form Type [T¥ee | tab.
The Form Types page appears.

F Form |, 'A“:,gf'd Sugervisur Folder| Disclosure || Exception| Additional wEIBPF Form (Additional A‘;diti"“al Remedy |
OFMS rype ||| YPES/SI0ES oM | Sides | Reasons |Reasons | Config ecomeprgs | Access CCess Help |
to Form Access Page Templates FAQ | Hom:

App Admin - Form Types :

Search eOPF Purpose: This web page allows the administrator to Yiew all eOPF form types and to Add, Edit, and Delete agency specific form types to
the agency's eDPF application datsbase. An example of an agency specific form type is a 900 series NOA code. Any form type labeled as

'BOPF STD' in the ‘added By' colurn is locked and is managed by OPM. By default the results table lists all available form types sorted by
App Admin the 'Description’ column. Use the 'Filter Types' feature to search for a specific form type or group of form types,

My Profile

User Admin
'_.,rmm [YSON | Filter Types: Use % as wid-card character
Create SF 75 Description:
BT HOA Code:
Pwd Admin
T
Logout
W21222324252627282930 ..
Description NOA Type ID Eff From Date Eff To Date Added By
Code {mm/ddyyyy) (mm/dd/yyyy)
POSITION CHANGE 747 307 0240111979 0140111982 £0FF STD
POSITION CHANGE T8 308 0200111979 0140111982 80FF STD
POSITION CHANGE 744 304 0240111973 0140111982 £0FF STD
POSITION CHANGE (PSN CHE) 740 301 02011979 &OFF STD
POSITION CHANGE NTE 741 302 02011979 £0FF STD
POST DIFFERENTIAL START/ CHG aa1 10472 | O1/01/2000 DHHS Edit || Delete
PREMILM PAY START/CHG 937 10469 01/01/2000 DHHS Edlt | Delete
PRESIDENTIAL RANK AVVARD &7 609 04/30/2006 £0FF STD
PROMOTION 701 273 0B/01 11979 014011932 £OFF ST

3. Click the Delete link associated with the desired form
type.
If the form type is not joined to a form, the delete
confirmation pop-up box appears; otherwise, an error
message appears in red asking you to remove the form-
to-form type link.

4. Click the OK button to complete the record deletion.
Click the Cancel button to abort the deletion.
The Form Types page reappears with the selected form
type deleted.
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6.4 Assigning And Editing A Form Type To A Form

To assign a form type to a form:

1. From the eOPF main menu, click the App Admin

button.
The Forms tab of the App Admin page displays by
default.

Assign
Types/Sides to

2. Click the Assign Types/Sides to Form Form tab.
The Assign Types/Sides page appears.

Forms | FOrM Tﬂ;“;‘;gi':ies Supervisor | older | Disclosure | Exception | Addits | i I [ adaitional dation: Remedy |
Tvpe | T iem | access || o'es | Reasons | Reasons | config | WD UTN® IPkas | mccess | Help | FAQ |
Home
LLUE App Admin - Assign Type/Sides :
Search e0PF Purpose: This weh page allows the administrator to assign form types and folder sides to a selected form. Any entry labeled as '®OFF STD' in the 'Added
Wy Profile By' column s locked and is managed by OPM, By default the results table lists all available forms sorted by the 'Description’ colurmn, Use the 'Filter Forms!
feature to search for a specific form or group of forms.
App Admin
AR Filter Forms: Lise % as wild-card character
Srrion Mnle Description:
Create SF 75
R;‘m Title:
Logout
12345678910..

Description Title FormID  Added By ~Form Types | Folder Sides
1IND CBC (10) 12451 | AWWARD ACTION TRANSMITTAL 10187 DHHS Form Types  Folder Sides
11ND GEM 12450 ACTION REPORT FOR BENEFICIAL SUGG/SUPERIOR ACCOMPLISHMENT 10198 DHHS Form Types | Folder Sides
A1ND GEN 189 ACTION REPORT FOR BENEFICIAL SUGGESTION & SUPERIOR ACCOMPL 0159 DHHS Form Types  Folder Sides
1IND NSVLB 12280/8 | PERSONNEL RECORD VERIFICATION 10200 DHHS Form Types | Folder Sides
11ND NSVLE 1295203 | ADOPTIOM OF BEMEFICIAL SUGGESTION 10201 DHHS Form Types  Folder Sides
UMD NSYLE 1255204 | NOTIFICATION OF WITHIN GR&DE NCREASE 10202 DHHS Form Types | Folder Sides
1N RS 1226072 RECORD OF CREDITABLE SERYICE 10205 DHHS Form Types  Folder Sides
11N NS 12450/ SPECIAL ACHEYEMENT/BENEFICIAL SUGGESTION AYWARD ACTION RFT 10204 DHHS Form Types | Folder Sides
12MD GEN 200 SUGGESTION ACTION REPORT AND NOTIFICATION 10205 DHHS Form Types  Folder Sides
4N NSD 1245213 ADORTION OF BENEFICIAL SUGGESTION 10206 DHHS Form Types | Folder Sides
63D ARCOM 62 STATEMENT OF UNDERSTANDING 10207 DHHS Form Types  Folder Sides
AAFES 11011 AFFIDAVIT 10208 DHHS Form Types | Folder Sides
ARFES 1200 25 ALFES PERSONNEL ACTION 10209 DHHS Form Types  Folder Sides
AAFES 1200 29 ARMY & AR FORCE EXCHANGE SERVICE PERSONNEL REQUEST 10210 DHHS Form Types | Folder Sides
ARFES 120075 AAFES PERSONMNEL ACTION 10211 DHHS Form Types  Folder Sides

12345678910..

3. Click the Form Types link associated with the desired
form.
The Assign Form Type—View/Edit Avail Form Types
for Form page appears.
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Forms TFurm Ty:::}g'i‘ . 5“';::::5“’ Folder| Distlosure| Exception| Additional w;g:;e Form|Additional A‘;‘f{i‘;’f‘ Remedy |
¥pe [ e e sides || Reasons |Reasons | Config Page Pkgs | Access Templates rAQ I-‘Ielpl-“:"\.r|E

App Admin - Assign Form Type->View/Edit Avail Form Types for Form...

R UG -iocin Form Typs o Form 11 110D CBC (10) 12451

My Profile

App Admin 12345678910..

MscAdnin Description NOA Added By  Selected ggg::"'
System Admin 9
Create SFT5 CITY TAX WITHHOLDING - STOP 28 DHHS m|
= CONTINUANCE 870 SOFF 5TD O
Pwd Admin COMTINUANCE MTE 750 e0PF STD ]
Logout COMY BY EXC APPT 573 EOFF STD O
CONY FROM PMIP TO CAREER-COND 513 <OPF STD m|
CONY TQ SPPT 532 SOFF 5TD O
CONY TO 8PPT NTE 515 <OPF STD m|
CONY TQ APPT-STATUS GLO 524 SOFF 5TD O
CONY TO C4 APPT NTE 553 <OPF STD m|
CONY TG C4 CAREER MPPT 551 SOFF 5TD O
CONY TO €4 CAREER-COND APPT 550 <OPF STD m|
CONY TG 4 TERM APPT NTE 554 SOFF 5TD O
CONY TO CANAL ARES, REAPPT 555 <OPF STD m|
CONY T CAREER APPT 500 SOFF 5TD O
COMY T CAREER COMD APPT 501 <OPF STD m|
12345618910...

4. Select the appropriate checkboxes and click the Save

button located at the bottom of the list. The
Assign Form Type—View/Edit Avail Form Types for
Form page reappears.

5. To exit the Assign Form Type—View/Edit Avail Form
Types for Form page, click the Cancel button located
at the bottom of the list.

6.5 Assigning And Editing A Form Side To A Form Type
Combination

The OPM eOPF solution allows eOPF administrators to set a
folder side in which a form and type combination belongs.
For example, a SF 50 with Type Pay Adjustment goes to the
Permanent Side. This is done so that during both searches
and indexing the user is provided only valid combinations of
forms and sides.
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5. Click the Edit

To assign a form side to a form:

1. From the eOPF main menu, click the App Admin

button.
The Forms tab of the App Admin page displays by
default.

Assign
Types/Sides to

2. Click the Assign Types/Sides to Form Form tab.
The Assign Types/Sides page appears.

3. Click the Eolder Sides link associated with the desired
form.
The Assign Default Folder Side & Side-By-Side ID
for Form/Type combination page appears. Each form
is listed along with a type description, default folder
side, and side-by-side form ID. Forms may not have a
side-by-side form ID.

Remedy |
. Help |
FAQ | Home]

Folder
Sides

Disclosure
Reasons

Additional
Access

Exception

Additional
Reasons “

Forms Access

Assign
TFann Types/Sides
P || to For

2OPF | Form|
. Pkgs

Welcome| b,
Page

Additional
Config

Access

App Admin -> Assign Default Folder Side & Side-By-Side ID
for Form /Type combination ::: 11ND CBC (10) 12451

1
Type ID Type Desc NOA Code Folder Side Side By Side (Form) Desc Added By

408 EMPLOYEE Temporary Edit Delete

422 EXCEPTION Temporary Edit Delete

EMPLOYEE: ;i » Temparary ¥ v Assign

L

1

4. Scroll to the bottom of the list and choose the Type

Desc, and Folder Side, and click the Assign link.

Edit

button if updating an existing
form/type combination to change the Folder Side.

6. To exit the Assign Default Folder Side & Side-By-

Side ID for Form/Type combination page, click the
Back M button located at the bottom of the list,
or click on one of the eOPF main menu buttons.
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6.6 Assigning A Side-by-Side Form Relationship

The OPM eOPF solution allows eOPF administrators to make
a side-by-side form assignment. Only HR specialists are
allowed to display forms side-by-side. This can only be
done when viewing a document from a search result list
and clicking on the side-by-side icon for the document. The
side-by-side icon is only visible for forms that have a side-
by-side form partner defined.

For example, you may want to display a SF 50 and SF 52
side-by-side to verify common data. In other words, a SF
50 with a NOA Code of 894 may have a side-by-side form
partner that is different from a SF 50 with a NOA Code of
893.

To assign a side-by-side form relationship:

1. From the eOPF main menu, click the App Admin

button.
The Forms tab of the App Admin page displays by
default.

Assign
Types/Sides to

2. Click the Assign Types/Sides to Form Form tab.
The Assign Types/Sides page appears.

[ eopF [ additionag | Additi Remedy |
Config | ¥pleome

Access
Pkas H Access | Bectss Help | FAQ |

Home

My eOPF App Admin - Assign Type/Sides :
[EELl Purpose: This web page allows the administrator tn assign form types and folder sides to & selected form. Any entry labeled as '®0PF STO' in the 'Added
By' column is locked and is managed by OFM, By default the results table lists all available forms sorted by the 'Description’ calumn, Use the 'Filter Forms®

Lot feature to search for a specific form or group of forms,
App Admin
User Admin Filter Forms: Use % as wild-card character
Description:
Title:

Reports

12345678910..

Description Title Form ID  Added By Form Types = Folder Sides
11MD CBC (10112451 AVVARD ACTION TRANSMTTAL 10197 DHHS Form Types  Folder Sides
11ND GEN 12450 ACTION REPORT FOR BENEFICIAL SUIGGISLPERIOR: ACCOMPLISHMENT Ik DHHS Form Types  Folder Sides
11ND GEN 183 ACTION REPORT FOR BENEFICIAL SUGGESTION & SUPERIOR &CCOMPL 1ms3 DHHE: Form Types

1IND NSYLE 122908 | PERSOMMEL RECORD YERIFICATION 10200 DHHE Form Tvpes
1IND NSYLE 1245203 ADOPTION OF BENEFICIAL SUGGESTION 1020 DHHS Form Types
11ND NSYLB 12552/ | NOTIFICATION OF WWITHIN GRADE INCREASE 10202 DHHS Form Types

1IND HyyE 1228062 RECORD OF CREDITABLE SERWICE 10203 DHHE Form Types es
VD NS 1245004 SPECIAL ACHEVEWENT/BENEFICIAL SUGGESTION AVVARD ACTION RPT 10204 DHHS Form Tvpes Folder Sides

12N GEN 200 SUGGESTION ACTION REPORT AND NOTIFICATION 10205 DHHS Form Types Folder Sides
4ND NSD 124523 ADOPTION OF BENEFICIAL SUGGESTICN 10208 DHHS Form Types Folder Sides
630 ARCOM 52 STATEMENT OF UNDERSTANDING 10207 DHHE Form Tvpes Folder Sides
AAFES 1101 1 AFFIDANIT 10208 DHHS Form Types Folder Sides
AAFES 1200 28 AAFES PERSONNEL ACTION 10208 DHHS Form Types Folder Sides
AAFES 1200 29 ARMY & AR FORCE EXCHANGE SERVICE PERSONHEL REQUEST 10210 DHHE Form Types Folder Sides
AAFES 120075 AAFES PERSONNEL ACTION 10211 DHHZ Form Types Folder Sides

12345678910..
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3. Click the Folder Sides link associated with the desired
form.
The Assign Default Folder Side & Side-By-Side ID
for Form/Type combination page appears. Each form
is listed along with a type description, default folder
side, and side-by-side form ID. Forms may not have a
side-by-side form ID.

Form As;igf'd Supervisor Folder | Disclosure | Exception|| Additional EIDPF Form|additional| *dditional Remedy |
Forms ;. e (Types/Sides| Form g 7l oo ocons easons | Config |WElCOME|pyoc | Access | Access Help |
to Form Access Page
= FAQ | Home
App Admin -> Assign Default Folder Side & Side-By-Side ID
LlLLEUM for Form/Type combination ::: 11ND CBC (10) 12451
My Profile
1
User Admin Type ID Type Desc NOA Code Folder Side Side By Side (Form) Desc Added By
408 EMPLOYEE Temporsry Edt|  Delete
Create 5F 75 .
= 422 EXCEPTION Temporary Edit | |Delete
Reports
S EMPLOYEE: ;i w Temparary ¥ v Assign

Pwd Admin

1

4. Scroll to the bottom of the list and choose the Type
Desc, Folder Side, and Side By Side Desc, and click
the Assign link.

5. Click the Edit B button if updating an existing
form/type combination to change the Folder Side
and/or Side By Side (Form)Desc.

6. To exit the Assign Default Folder Side & Side-By-
Side ID for Form/Type combination page, click the
Back MLiS button located at the bottom of the list,
or click on one of the eOPF main menu buttons.
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Chapter 7: Configurable Settings

These tabs allow the eOPF administrator to create folder
sides, disclosure reasons, exception reasons, web banner
text, welcome page, form packages, and whether
supervisor role is activated system wide.

7.1 Granting Or Denying Supervisor-View Access To
Specific Forms

Supervisors are granted access to view documents in
folders belonging to their subordinates. eOPF can also deny
supervisors access to specific documents.

To grant or deny supervisor access to specific forms:

1. From the eOPF main menu, click the App Admin

button.
The Forms tab of the App Admin page displays by
default.

Superyisor Fornm
2. Click the Supervisor Form Access Access tab.
The Supervisor Form Access page appears.
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roms e 2 9 e s excepion national 25 Trorm{pgomona #4807 | oy |

Type [T¥P Sides | Reasons |Reasons | Config [ Pkgs | Access Help |
toForm | Access Page Templates

FAQ | Home}

App Admin - Supervisor Form Access :

- Purpose: This web page allows the administrator to individually assign supervisor access 1o all eOPF forms. By default the results table
My Profile lists all available forms sorted by the 'Description’ column, The column labeled 'Original Setting' indicates whether the form is currently
available 1o a supervisor viewing an ermploves's 20PF. Use the 'Filter Forms' feature 1o search for & specific form or group of forms.

App Admin
User Admin
= Filter Forms: Usg % &5 wild-card character.
Create SF 75 Deseription:
Reports Ttle:

S [T

Logout

12345678910...

Description Title Form ID = Selected Original Setting
OPM 1300 1988 APPLICATION FORM THE PRESIDEMTIAL MGMT INTERN PROGR.AM 238 I ]
AAFES 1200 28 AAFES PERSOMNEL ACTION 10208 O
ARFES 1200 75 AALFES PERSOMMNEL ACTION 10211 I ]
DG o ACCOUNTING OF DISCLOSURE 13 [
ACKNOWLEDGEMENT ACKNOWLEDGEMENT OF INVITATION (COMMITTEE) 10113 |
11D GEN 12450 ACTION REPORT FOR BENEFICIAL SUGG/SUPERIOR ACCOMPLISHMENT 10198 ]
11WD GEN 189 ACTION REPORT FOR BENEFICIAL SUGGESTION & SUPERIOR ACCOMPL 10189 1
DD 220 ACTIVE DUTY REPORT 276 il
T1ND NSYLB 12452/3 ADOPTION OF BENEFICIAL SUGGESTION 10201 D
AND NSD 1245203 ADOPTION OF BENEFICIAL SUGGESTION 10208 l
oPa ADWICE OF PERSONNEL ACTION 10347 [ ]
GR BT269 AETNA ENROLLMENTICHANGE REGIUEST 1030 l
ABFES 1101 1 AFFIDAYIT 10208 [ ]
USCSC 1763 AFFIDAVIT AS TO NUMBER OF MEMBERS OF FAMILY IN GOYT SERVICE 1047 O
CSC17E9 AFFIDAVIT AS TO NUMBER OF MEMBERS OF FAMILY IN GOVT SERVICE 207

12345678910..

T

3. Select, or deselect the checkboxes associated with the
forms or documents to which the supervisor should have
access.

4. When complete, click the Save \-ﬂi button.
The Supervisor Form Access page reappears with the
message “Supervisor access permission is updated
successfully.”

7.2 Working With Folder Sides

Virtual folder sides can be defined by the agency to help
group documents within eOPF. Each document in eOPF
must be placed into a specific side. Many of the forms have
default folder sides already defined when the OPM eOPF
solution is deployed. However, eOPF administrators can
add additional folder sides that may support agency specific
forms. Once a folder side has an assigned document, it can
not be edited or deleted. Certain folder sides have been
defined by OPM and can not be changed.
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To add, modify or delete the folder sides:

1. From the eOPF main menu, click the App Admin

button.
The Forms tab of the App Admin page displays by

default.
Folder
2. Click the Folder Sides LSides | tab at the top of the
page.

The Folder Sides page appears.

F Form T Ass}gl_‘ld Sugervisor Folder || Disclosure || Exception|| Additional w?DPF Form |[Add
orms Type ¥pes/Sides orm cides || Reasons | Reasons Config elcome Pkgs | Ac
to Form Access Page

App Admin - Folder Sides :

Purpose: This web page allows the administrator to view all eOPF defined Falder Sides and to 4dd,
My Profile Edit, and Delete agency specific Folder Sides to the agencies eOPF application database. Any Folder
Side labeled as 'e0PF STD' in the 'Added By' calumn is locked and is managed by COPM,

Search eOPF

App Admin
o) Folder Sides Added By

System Admin_ SRS 2OFF STD
i 7 Overseas e0OFF STD
HEPILIS Performance e0FF STD
Pwd Admin Permanent eCPF STD
Logout Temparary eOPF STD
Training e0PF STD

Insert

3. To add a folder side, enter the text in the text box at the
bottom of the existing Folder Sides list.

4. Click the Insert link.
The Folder Sides page reappears with the message
“Successfully added Folder side.”

Note:

Once a folder side is created, it must be assigned to a
group to become visible to users. Click the User Admin
button, then the Security Access tab. Select a group,
and check the new folder side to make it available to the
selected group.
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5. To edit an existing folder side, click the Edit

Edit

next to the desired folder side to be changed.

button

My eOPF
Search eQPF
Mr;ruﬁle
App Admin
User Admin

System Admin

Create 5F 75

Reports

Pwd Admin

Assign
Types/Sides
to Form

Superyisor
Form
Access

Form

Forms Type

Folder
Sides

Disclosure
Reasons

Exception
Reasons

Additional
Config

e0P|

Welc
Pa

F
ome

ge

Pkgs

Add
fc

App Admin - Folder Sides :

Purpose: This web page allows the administrator to view all eOPF defined Folder Sides and to Add,
Edit, and Delete agency specific Folder Sides to the agencies e0OPF application database, Any Folder
Side labeled as '=0PF STD' in the 'Added By' column is locked and is managed by COPM,

e T Bl
By

Aears DERC

Special Ops DEMO

Deleted e0FF STD

Ot seas 20RF ST
Performance eOFF ST
Permanent eCPF ST
Temporary 20PF ST

Training eOPF STD

Edt |

6. Modify the text accordingly and click the Update
button, or to revert to the original text, click the Cancel

button.

The Folder Sides page appears with the folder side
displayed in the list.

associated with the desired folder side.
The confirmation pop-up box appears.

Microsoft Internet Explorer,

9
x_"/

3

Do you wank to delete record?

Ok |[ Cancel ]

8. Click the OK |

. button to delete the record.

Click the Cancel button to abort the delete process.
The Folder Sides page reappears.

. To delete the existing folder side, click the Delete link
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7.3 Working With Disclosure Reasons

Users granted access to view other employees’ folders must
enter a reason why they are viewing the folder. These
disclosure reasons are logged each time you view someone
else’s eOPF. eOPF administrators have the capability to
add, modify, or delete the disclosure reason provided in a

drop-down list for the eOPF user.

To add, modify, or delete a disclosure reason:

1. From the eOPF main menu, click the App Admin

button.

The Forms tab of the App Admin page displays by

default.

2. Click the Disclosure Reasons

the page.

The Disclosure Reasons page appears.

Disclosure

Reasons

tab at the top of

Forms | Form|r. A:ss}g?des Folder Additional We?lt:l::\e Form |additional A:T:::;;al
Type Yp Sides Config Pkgs || Access
to Form Page Templates

SEIL App Admin - Disclosure Reasons :

Search eQPF

App Admin
3 Disclosure Reason
User Admin

System Admin Annual Review

('Ea_‘e SF75 Employees Review

Employment “erification

Pwd Admin

Logout eOPF Transfer
Evalustion

Investigating & Complaint
Mon-e0PF Transfer

OPF Copy Request

OPM Investigator Review
Other

Processing Personnel Action
Recordkesping Audt
Separated

Separation Info Request

Supervisor Review

5 |

m
=3

m
=3

aEEE

m
=3

m
=3

& |

m
=3

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Insert

= Purpose: This web page allows the administrator o view all eOPF defined Disclosure Reasons and to
My Profile add, Edit, and Delete agency specific Disclosure Reasons to the agency's eOPF application database.

3. To add a disclosure reason, enter the text in the text box
at the bottom of the existing Disclosure Reason list.
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4. Click the Insert link.
The Disclosure Reasons page reappears with the
message “Disclosure reason is added successfully.”

Edit

. To edit an existing disclosure reason, click the Edit
button next to the desired disclosure reason to be
changed.

e0FPF
‘Welcome
Page

Assign
Types/Sides
to Form

Supervisor
Form
Access

Additi
Acce:

Additional
Config

Form
Pkgs

Disclosure
Reasons

Folder
Sides

Form
Type

Exception

Eoeme Reasons

My e0PF
Search eOPF

App Admin - Disclosure Reasons :

Purpose: This web page allows the administrator to view all eOPF defined Disclosure Reasons and to
Add, Edit, and Delete agency specific Disclosure Reasons to the agency's eOPF application database,

My Profile

App Admin
User Admin Disclosure Reason
System Admin Annual Review: Edit Delete
Crea'te SF75 Employes Review Edit Delete
Reports
= Etmployiment Werification Edit Delete
Pwd Admin
Logout =0PF Transfer Edit Delete
Evaluation Update
Investigating s Complaint Edit Delete
Mon-eCOPF Transfer Edit Delete
OFF Copy Reguest Edit Delete
OPM Investinator Review Edit Delete

6. Modify the text accordingly and click the Update
button, or to revert to the original text, click the Cancel
button.

The Disclosure Reasons page appears with the
disclosure reason displayed in the list.

. To delete the existing disclosure reason, click the Delete
link associated with the desired disclosure reason.
The confirmation pop-up box appears.

&

.:_) Do wou wank ko delete record?

Microsoft Internet Explorer

-.\_\__t

[ ok |[ Cancel ]

8. Click the OK | . button to delete the record.
Click the Cancel button to abort the delete process.
The Disclosure Reasons page reappears.
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7.4 Working With Exception Reasons

When adding a document to a folder, users may need to
index the document with a form type of ‘Exception’. The
form type of ‘Exception’ is used when the information on a
document is inaccurate or unavailable. When using the
‘Exception’ form type, users can select a predefined
exception reason, or add free text to explain the document
problem. eOPF administrators have the capability to add,
modify or delete the exception reason provided in a drop-
down list for the eOPF user.

To add, modify, or delete an exception reason:
1. From the eOPF main menu, click the App Admin

button.
The Forms tab of the App Admin page displays by

default.
Excepkion
2. Click the Exception Reasons [?¢35°" | tab at the top of
the page.

The Exception Reasons page appears.

1
F Form T Ass}gl_'ld Sugervisor Folder || Disclosure || Exception|| Additional w TDPF Form Addil
orms Type ypes/sides orm Sides || Reasons | Reasons Config elcome Pkgs || Acc
to Form Access Page
) App Admin - Exception Reasons :
e Purpose: This web page allows the administrator to view all eOPF defined Exception Reasons and to

My Profile Add, Edit, and Delete agency specific Exception Reasons to the agency's eOPF application database,

App Admin Exception Reason is deleted successfully,

User Admin

Syriem dmin Exception Reason

Create SF 75 Improper Date Edit| Delete

Incorrect MO Code Edit| | Delete

Reports

Pwd Admin
Cither Edit| Delete

Logout
Insert

3. To add an exception reason, enter the text in the text
box at the bottom of the existing Exception Reason list.

4. Click the Insert link.
The Exception Reasons page reappears with the
message “Exception reason is added successfully.”
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. .. . . .. |Edit
5. To edit an existing exception reason, click the Edit
button next to the desired exception reason to be
changed.
orm Assig|_1 Supervisor older|| Disclosure || Exception itional U Form||Addil
ROt 'I!:ype Tyt%er‘;"rSrlrllies A'::';Ln;s ;idlgs [I;ealsons Eeaslr)';'ls Inggr'l:ﬁg Iw:';;:'e Pkgs || Acc

My eOPF
Search eOPF

App Admin - Exception Reasons :

Purpose: This web page allows the administrator to view all e0PF defined Exception Reasons and to
Add, Edit, and Delete agency specific Exception Reasons to the agency's eCOPF application database.

My Profile

App Admin

User Admin Exception Reason

System Admin Improper Date Edit Delete
Err:a't.e BEgS Incorrect MO Code m Delete
pH:::-“‘ Missing MOA Code

wd Admin
Logout Gz @ Delete

6. Modify the text accordingly and click the Update
button, or to revert to the original text, click the Cancel
button.

The Exception Reasons page appears with the
exception reason displayed in the list.

7. To delete the existing exception reason, click the Delete
link associated with the desired exception reason.
The confirmation pop-up box appears.

Microsoft Internet Explorer, E|

\:{/ Do wiou wank to delete record?

[ ok |[ Cancel ]

8. Click the OK | . button to delete the record.
Click the Cancel button to abort the delete process.
The Exception Reasons page reappears.
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7.5 Changing The Web Banner

The web banner is a message that appears on the eOPF
Logon page. The eOPF administrator can create or modify
this message at any time, and the new message will appear
from that point forward for all users logging into the OPM
eOPF solution.

To change the web banner:
1. From the eOPF main menu, click the App Admin

button.
The Forms tab of the App Admin page displays by

default.
Additional
2. Click the Additional Config L_tenfig | tab at the top of
the page.

The Additional Configuration page appears.

Pkas || Access

[ eoer
elcome,
Page

Assign
Types;/sides|
to Form

Supervisor
Form
Access

Rem|

Folder
Sides

Disclosure|
Reasons

Exception| Additi

Reasons | Config H" Access

| rempiates

Forms e
Type

FAQ

My <OPF App Admin - Additional Configuration :
Search eQPF Purpose: This web page serves two purposes. The administrator can maintain the eOPF Web Banner content. This is text that|
My Profil shows up on the eOPF Login Page above the Login data entry fields, The administrator can also enable the Supervisor Access
el feature within eOFF. If checked (enable) the Supervisor Access feature turns on the Supervisor Form Access security within the
B I
App Admin e0PF application for those users placed in the 8OPF Supervisor role.
User Admin

System Admin Web Banner:

Create SF 75
=

eHR e0PF v4.0 Training Box
Reports

Pwd Admin

Logout

Supervisor Access

3. Enter the message that you wish to appear on the eOPF
Logon page.

4. Click the Save |t button.

A message indicating successful update of the web
banner is displayed.

Note:

The web banner on the opening eOPF Logon page is
configurable by eOPF instance, so employees will only
see the banner for their particular eOPF instance.
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7.6 Globally Enabling Or Disabling Supervisor Access

eOPF provides the capability for supervisors to have rights
to view subordinates’ documents. The System
Administration Training Manual describes how eOPF
administrators can limit this access to specific forms. eOPF
administrators can deny supervisors access to their
subordinates’ records by turning off supervisor access.

On the Additional Configuration page, below the Web
Banner text box there is a checkbox labeled Supervisor
Access. By default, this is checked, thus enabling
supervisor access to subordinates’ eOPFs based on the
Supervisors Personnel Office Identifier (PO ID),
Organization Code and Activity Code.

To enable or disable supervisor access:

1. Uncheck the checkbox to the left of Supervisor Access.
Removing the check from this box globally disables
supervisor access.

Assign
Types/sides
to Form

Supervisor|
Form
Access

Iadditional Rem

Additional
Access | AcC

Folder
ess

Sides

Additional
Config

Disclosure|
Reasons

Exception
Reasons

Form|
Pkas

Forms Foem
Type

e0OPF
welcome
Page

FAQ

My eOPF
Search eOPF

App Admin - Additional Configuration :

Purpose: This web page serves two purposes, The administrator can maintain the eOPF Web Banner content. This is text that|
shiows Lp on the eOPF Login Page sbove the Login data entry fields. The administrator can also enable the Supervisor Access
feature within eOPF. If checked (enable) the Supervisor Access feature turns on the Supervisor Form Access security within the
e0PF application for those users placed in the eOPF Supervisor role.

My Profile
App Admin
System Admin Web Banher:

Create 5F 75
= &HR eOPF w4.0 Training Box

Reports
Pwed Admin

Logout

Supervisor Access

P

2. Click the Save il button to deny supervisor
access to their subordinates’ eOPFs.

3. To globally enable supervisor access, check the box to
the left of Supervisor Access, and click the Save

Il button to grant supervisor access.
A message indicating successful update of the supervisor
access is displayed.
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7.7 Changing the eOPF Welcome Page

The eOPF welcome page allows the eOPF administrator to
enter or modify some of the content seen by users once
they log into the OPM eOPF solution.

To change the eOPF welcome page:

1. From the eOPF main menu, click the App Admin

gl button.
The Forms tab of the App Admin page displays by
default.

e0PF Welcome
2. Click the eOPF Welcome Page Page tab at the top
of the page.
The eOPF Welcome Page appears.

F Form I Ass}gpd Su:::nervisor Folder | Disclosure | Exception || Additional i ?DPF Form ||Additional A:ditional
orms Type ypes/sides orm Sides | Reasons | Reasons Config elcome Pkgs | Access cCess
to Form Access Page Templates

wi App Admin - eOPF Welcome Page :
Search eOPF Purpose: This web page allows the administrator to configure the content found on the eOPF Welcome page.

My Profile

Welcome Section 1:

The eQPF System containg electronic copies of the docurents that make up your Official Personnel

o File. This selt-serice tool enables you to electronically view and print your OPF documents, and to
System Admin update your vital Emergency Data. If you have questions concerning the technical aspects of the eOPF,
= email the eOPF Help Desk at eopfhelpdesk@usda.gov. Questions concerning specific personnel

actions or documents should be sent to your servicing persaonnel representative.

App Admin

User Admin

Create SF 75

Reports

Pwd Admin Welcome Section 1

Logout

Welcome Section 2:

WARNING: To ensure the confidentiality of data viewed within this application, we strongly advise users #
to access the eOPF system on a secured government network computer. If you do naot it is possible

that when an eOPF is viewed from a shared or public computer (such as those found in the public

library) that does not require a personal logon that a copy of the personnel information viewed may

rernain on the computer in a hidden cache directory. This hidden cache can potentially be viewed by a
subsesuent individual who has access to the same computer. Should vou decide to access the eOPF %

Welcome URL:
http: fiwanaw.opm.gov

welcome URL Display Text: [] visible
OPM Web Page...

i

3. Enter the message that you wish to appear on the eOPF
Welcome Page.

4. Enter the Welcome URL that you wish to appear on the
eOPF Welcome Page.
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5. Enter the URL link that you wish to appear on the eOPF
Welcome Page. Make sure the ‘Visible’ checkbox is
checked. Uncheck if you do not want a visible URL.

6. Click the Save i button.

A message indicating successful update of the eOPF
welcome screen is displayed.

Note:

The information on the opening eOPF welcome page is
configurable by eOPF instance, so employees will only
see the information for their particular eOPF instance.

7.8 Adding A Form Package

eOPF administrators may create a predefined pack of
documents, or a form package for searches HR specialists
typically perform. A retirement estimate or a Reduction-in-
Force (RIF) is a good example of a form package. HR
specialists can quickly search for documents meeting the
criteria for a particular form package.

To add a form package:

1. From the eOPF main menu, click the App Admin

button.
The Forms tab of the App Admin page displays by
default.

2. Click the Form Pkgs tab.
The Forms Package page appears.
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My 0PF
Search eOPF
My Profile
App Admin

User Admin

System Admin

Create SF 75

Reports
Pwd Admin

Logout.

. Form |- '““}?j',‘d S“F"E"'i‘“r Folder| Disclosure| Exception| Additionall| ?”PF Form| Additional] "“;di“““a' Remedy |
Orms lrype || ¥PES/S10ES OfM | gides | Reasons |Reasons | Config ["C O™M€lpkas | Access =t Help |
toForm | Access Page remplates | pan T pom

App Admin - Form Packages :

Purpose: This weh page allows the administrator to define form package content. 4 form package contains eOPF forms you have
assigned o it. The package can be used on the 'Search eOPF' web page. By default, the package result list is sorted on the 'Package Name'|
column, Use the filter feature to find a specific package.

Filter: Use % as wild-card character

Package Hame: || |

Form Dese: || |

Add New Package

Package Name Form Desc Attribute
RIF SF 302 Al Docs DeleteRow DeletePackage
RIF SF 50 Al Docs DeleteRow DeletePackage
RIF SF 1152 Al Docs DeleteRow DeletePackage
RIF DD 214 Currert Doc DeleteRow DeletePackage
Retiremert SF 54 Al Docs DeleteRow DeletePackage
Retiremert SF 50 Al Docs DeleteRow DeletePackage
Retirament SF 2803 All Docs DeleteRow DeletePackage
Retiremert SF 2810 Al Docs DeleteRow DeletePackage

UIND CBC (10) 12451 alDocs v Insert

3. Click the Add New Package |__Add New Package | pytton,
type the desired package name, and click the Save

. button.

4. Select the Package Name, Form Desc, and Attribute
from the drop-down lists.

5. Click the Insert link.
The Forms Package page updates displaying a new
form package.
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Chapter 8: eOPF Security Access

eOPF accounts are linked to the appropriate employee
record by SSN. Employee records are created based on
information that eOPF obtains from automated employee
data feeds from an agency’s HR system. eOPF allows eOPF
administrators to create new users and update users’
records.

8.1 Viewing And Updating User Information

To view and update user information:

1. From the eOPF main menu, click the User Admin

button.
The User Manager tab of the User Admin page
displays by default.

User Group

2. Click the User Group Manager [ Manager | tab at the top
of the page.
The User Group Manager page appears.

Password
Letter
Request

Passwor: d Letter, Remedy | Help |

Batch Email
Request Status Address

Update

User Admin - User Manager :

Purpose: The User Manager feature allows the administrator to View and Edit user details and to Add
new users o the eDPF system.

App Admin

POID: Org Code : Activity Code

Groups : | 8OPF PWD Admin & W

SSH: Emp ID :

Last Hame : First Hame :
I

3. Select a Group from the drop-down menu and click the

Show All Users lm button; or, in the SSN field,
enter the user’s social security number and click the

Search LMY button.

4. Click the Details button, to display the user
details form on the User Manager page.
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Password h Emadl
User User Group | Security :::l" Password Letter B:t‘(*:“ Remedy | H
Manager | Manager Access Re Request Status Update

My e User Admin - User Manager :

Search OPF

Purpose: The User Manager feature allows the administrator to View and Edit user detalls and to Add
W users 1o the eOPF system.

;

Hote: Password mast comtain at least one upper case letter, ohe lower case letter, one numbers and one special chad scter and must be at
Jeast § characters in length.

Used Detalls : {Hon Peisistent user information will be updated from Data Feed.)

Flelds marked with an asterisk (*) are required.

User ID) 130374 eOPF ID * 10118
MNew Password Verity Password
Last Mame " GREEN SSN * 500-00-0018
First Name = RITA Initials * RG
Email * Work Phone ¥ 555.555.5572
Address 1140 Home Street Address 2 | 131 Floor
Clity| Home Town State | VA
Country | UNITED STATES > Zip “jxn
PO ID " 1005 Oig Code = 02

Act. Code = A

Last Lagin Login Count .
Employes 1D/ 130574 Birth Date s
Active Start Date bt Active End Date b
[Z] User is Available ] Merged Folder [ User is Active in WF
Role: |SUPERUSER v Folder Status: | acTIVE P

5. To designate a user as available, click the User is
Available checkbox.
The User is Available checkbox means that the user
has access to the eOPF system and can log on.

6. To designate the user is active in workflow, click the
User is Active in WF checkbox.
The User is Active in WF checkbox means that the
user will be performing workflow activities.

7. To designate folder status, select a status from the
Folder Status drop-down list.
An employee folder must have one of three statuses.

L)

» ACTIVE: The folder is actively receiving new
documents.

< INACTIVE: The folder is closed to new
documents and awaiting archival.

% An eOPF user (Contractor) who does not have a
folder will automatically have a folder status of
‘No eOPF’.
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Note:

To create an empty folder for a user, check the Create a
Folder checkbox when adding a new user. Otherwise,
folders are only created for employees that are added to
the eOPF repository through the automated employee
data feed.

Note:

The employee status and the employee folder status are
managed separately. You can be an active employee
with access to the eOPF system while having a folder
status of ‘No eOPF’. An example would be a contractor
who supervises employees. The Contractor needs
access to the system to manage employees who have
OPFs, however, the contractor’s folder status is ‘No
eOPF'.

. Click the Groups Ml button.

User | UserGroup | Security e Password Letter B:::E'::‘I Remedy | H
Manager Manager Access Request Request Status Ipdate

Password

My e0PF User Admin - User Manager :

Somck iy Purpose: The User Manager feature allows the administrator to View and Edit user detalls and to Add
new users to the eOPF system.

D A

Hote: Password must contain at least one upper-case letter, one lower-case letter, one number and one special character and nasst be at
least § characters n length.

User Details : (Hon Persistent user information will be updated from Data Feed.)

Fields marked with an asterisk (*) are required.

Uses 1D 130374 eOPF ID *| D118
New Password Verify Password
Last Mame * | GREEN SSN *| 500-00-0018
First Name * RITA Initials * RG
Email * Work Phone & 5555555572
Address 1140 Home Strest Address 2 15t Floor
City Home Town State VA
Country | UNITED STATES o8 Zp =\ 22222
PO ID ™ 1005 Org Code = 02
Act. Code ™ A
Last Login Login Count [
Employee 1D | 130374 Birth Date v
Active Start Date - Active End Date v
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9. Select the desired groups listed in the Available

Groups list and click the Assign button

to move the selected groups to the Current
Groups list.

User User Group || Security Pi:r:;rd Password Letter B:ﬂ:‘;}::;a'l

Manager | Manager Access Request Request Status Update

My e0PF User Admin - User Manager :
Search eOPF Purpose: The User Manager feature allows the administrator to Yiew and Edit user details and to Add
My Profile new users to the eOPF system,
App Admin = —
User Admin m —
System Admin Available Groups : Current Groups :
Create SF 75
Beports 2OPF_AVIS
Pwd Admin e0OFF_PURGE
e0FF Users
e0PF HR SPECIALISTS
aOPF_AW
e
FE WSS 'H

Note:

To Add Documents, Modify Documents, Delete
Documents, Annotate Documents, and Modify Document
index information an HR specialist must be a member of
the eOPF_AVI user group. If the HR specialist will also
scan documents then he/she must be a member of the
eOPF_AVIS user group. An HR specialist should never
be a member of both groups (eOPF_AVI or eOPF_AVIS).
To purge documents from the eOPF repository, a user
must be a member of the eOPF_PURGE group. Any user
that is performing Admin functions must be a member of
the default admin group.

10. When you finish editing the information, click the

save [ button.

58

eOPF System Administrator Training Manual



Chapter 8: eOPF Security Access

8.2 Viewing/Modifying Additional Access Information

eOPF administrators can define and modify additional
access to specific groups or individual eOPFs using PO IDs,
Organizational units, Activities, and individual SSN of
employees. Access may also be excluded. Exclusion
conditions always override included access. When an
employee changes positions, the access information may
need to be changed.

To view additional access information:

1. From the eOPF main menu, click the App Admin

LU button.
The Forms tab of the App Admin page displays by
default.

Additional
2. Click the Additional Access L2cess | tab.
The Additional Access page appears.

Additional

Additional
Access =

ccess
Templates

Additional
Config

Form
Pkgs

Folder w TOPF
sides ecome
Page

Disclosure
Reasons

Exception
Reasons

Form
Type

Superyisor
Form Access

Assign
Types/sides to
For

Forms

R0y App Admin - Additional Access :

Purpose: This web page allows the administrator to define the folder access rights of & user. The
administrator must first query for a list of users using the search criteria data entry fields provided and
activating the search button, Either & message or a result list of users is displayed. By default the rights
of the first user in the list are displayed. The administrator may just view or add, edit, or delete access
rights for the user,

Search eOPF
My Profile
App Admin
User Admin

System Admin

Filter by User:
Create SF75 —
- poin:|1005 Org Code : Activity Code :
Reports
Pwd Admin ssii: Emp ID:
Logout Last Hame : First Hame :

3. Type your search criteria, and click the Search

Ll button.
The Additional Access page reappears with the desired
user information displayed.

4. The access rights of the first user on the list are
displayed.
Click the Show Rights IEEMEEESEE button to review
rights of other listed users.
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Form | Atk supervisor | rolder | Disclasure | exception | adanionat | . €% T rorm | adénional Roe
Forms | fype |TYRES/SCS 0|y orm access | Sides | Reasons | Reasons | Coafig | WolOm™® | pyge | “access Help |
App Admin - Additional Access :
Purpose: This web page allows the adminsrator to defing the folder access rights of a uer. The
administrator must first queny for 3 list of users using the search criteria data entry fields provided and
activating the search button. Either a message or a result let of users is displayed. By default the rights
of the first user In the list are displayed. The administrator may just view or add, edit, or delete access
rights for the user,
Filer by Unaen:
poun;: 1005 Org Code = Actieity Codde :
S50 B 10
Last Ilamie : First lame ¢
L
Current Users:
Last Hame First Name uio Emp 1D SSM PO ID Org Coda Activity Code
EcPF ABBOT 130342 130342 560005 1005 ] A ErTa
davES EDWMARD 130044 130344 500-00-0001 1005 oA A E=XrTa
JANES susaN 130345 120346 S00-00-0002 1005 o8 A E=rTa
BECK FRED 120348 130348 00-00-000) 1005 e [ srewmgs |
CRAWFORD STEVE 130050 130350 £00.00.0004 1005 b A
WLLIAMS HENRY 130062 130352 500-00-0005 1005 e A
FEFFERS MARTHA 130254 130354 S00.00.0006 1005 oF A
STEVENS RON 130056 130356 500.00-0007 1005 oG A
SaTH S 130358 130358 500000009 1008 L] A
OHEBNS MARY 130360 130380 £00-00-0010 1005 O2A A
12
Accens Template: -~ Belecl a Termnglate - - “
Additional Rights: EOPF, ABBOT
Fields marked with an asterisk (*) are required,
POID () D1y Cade Activity Code  SSN Effective From  Effactive To
1005 Deigte
v v Add
Exchuded Rights: EOPF, ABBOT
Fields marked with an asterisk {(*) are required,
POID () Oig Cede Activity Code SSN
Add

To modify additional access information:

1. From the eOPF main menu, click the App Admin

WlLLUI button.
The Forms tab of the App Admin page displays by
default.

Additional
2. Click the Additional Access 41““"55 tab.
The Additional Access page appears.

3. Type your search criteria, and click the Search

- button.
The Additional Access page reappears with the desired
information displayed.
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4. The access rights of the first user on the list are
displayed.
Click the Show Rights IEEMEEESEE button to review
rights of other listed users.

- — = _ m— p— =a
| Farm Aot Supervisor | Folder | Disclosure | Breception | Addtional Form | Additional | Additional
|Forms | fype |TYPes/Sides to ] orm Access | Sides | Reasons | Reasons | Config | WekOMe lpugy | Tacceqs | Access Help |
App Admin - Additional Access :
Purpose: This web page aliows the adminstrator to dafing the folder access rights of a user. The

administrator must first queny for 3 list of users using the search criteria data eniry fields provided and

activating the search button. Efther a message or a result list of users ks displayed. By default the rights
of the first user in the It are displayed, The administrator may just view or add, edd, or delete access
rights for the user,

Filten by Uner:

poun;: 1005 Org Code = Activity Code :
S50 B 10
Last Ilamie : Fir st llaarie :

Current Users:

Last Hame First Name uio Emp 1D SSM PO 1D Org Codo Activity Code

EcPF ABBOT 130342 130342 560005 1005 ] A ErTa
davES EDWMARD 130044 130344 500-00-0001 1005 oA A E=XrTa
JANES susaN 130345 120346 S00-00-0002 1005 o8 A E=rTa
BECK FRED 120348 130348 00-00-000) 1005 e [ srewmgs |
CRAWFORD STEVE 130050 130350 £00.00.0004 1005 b A

LLIAME HEEY 130352 130352 £00-00-0005 1005 ME A

FEFFERS MARTHA 130254 130354 S00.00.0006 1005 oF A

STEVENS RON 130355 130356 500.00-0007 1005 oG A

SMTH o 130358 130358 £00.00.0009 1008 o A

OHEBNS MARY 130360 130380 £00-00-0010 1005 O2A A

12

Aceens Template: | - Select a Template - - “

Additional Rights: EOPF, ABBOT

Fields marked with an asterisk (*) are required,

POID () O1g Code Activity Code  SSN Effective From  Effective To

1005 Deigte

¥ v Add

Exchuded Rights: EOPF, ABBOT

Fields marked with an asterisk {(*) are required,

POID () 01y Code Activity Code SSN

Add

5. To assign additional rights, enter a combination of the
PO ID (mandatory), Org Code and/or Activity Code
in the designated fields, and click the Add link.

The Additional Access page reappears with the
updated information displayed.

6. To delete rights assigned to the user, click the Delete
link the row selected for deletion.
The row is deleted and the page is refreshed.
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8.3 Managing eOPF User Groups

Each agency may define and load Groups into eOPF
because agencies may assign business processes
differently from each other. Certain User Groups can not
be altered as they are part of a set of restricted User
Groups that eOPF must use based on standards
established by OPM.

To manage eOPF user groups:

1. From the eOPF main menu, click the User Admin

button.
The User Manager tab of the User Admin page
displays by default.

User Group

2. Click the User Group Manager [ Manager | tab at the top
of the page.
The User Group Manager page appears.

Password Batch

User (User Group| Security Pf:::::rd Letter Email
Manager || Manager Access Request Request Address
q Status Update

User Admin - User Group Manager :

REE R Purpose: The User Group Manager feature allows the administrator to Add, Edit, Delete and populate

My Profile User Groups within eOPF. Sorme user groups are mandatory and cannot be edited or deleted.

App Admin

User Admin Group Name

System Admin eOPF PWD Admin Detail Delete
GreateS 7S Defautt Admin Grp Delete
P::pﬁ:ir:in eOPF Users Delete

Logout £OPF HR SPECIALISTS Delete
OPF_aI Delete
OPF_8IS Delete
£OPF_PURGE Delete

Insert

3. To add a user group, enter the text in the text box
available at the bottom of the existing Group Name list.

4. Click the Insert Link.
The User Group Manager page reappears with the
message: “Successfully added group.”
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Edit

5. To edit an existing user group, click the Edit button

next to the user group to be changed.

6. Modify the text and click the Update button, or
to revert to the original text, click the Cancel button.
The User Group Manager page appears with the user
group updated.

7. To delete the existing user group, click the Delete link

associated with the desired user group.
The confirmation pop-up box appears.

Microsoft Internet Explorer E|

.;':‘) Do wou wank to delete Group?

™

[ K H Cancel ]

8. Click the OK button to delete the group.

Click the Cancel button to abort the delete process.
The User Group Manager page reappears.

8.4 Granting Access To Functionality

In order to grant access to functionality, you must choose a
group, and assign functional permissions to the group.

To grant access to functionality:

1. From the eOPF main menu, click the User Admin

button.
The User Manager tab of the User Admin page
displays by default.

Security

2. Click the Security Access L Access | tab at the top of the

page.
The Security Access Maintenance page appears
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Password Batch

User User Group|| Security Pf::r::rd Letter Email
Manager | Manager Access Request Request Address
q Status Update

User Admin - Security Access Maintenance :

Sear':‘h EOF Purpose: The Security Access page allows an administrator to view and assign eOPF Functions and
My Profile Folder Sides to a selected group.

App Admin
User Admin Select Group : | Default Admin Grp v EEam

System Admin

Create SF 75

Reports
Pwd Admin

Logout

3. Select the group from the Select Group drop-down box,

and click the Show Access Details button.
The Security Access Maintenance page appears with
the Available Function Descriptions and Available
Folders Side Descriptions.

Password Batch Remedy | Help |
User |User Group| Security F‘E;::'E"rrd Letter Email
Manager || Manager Access Request Request Address

Status Update

My eOPF
Search eQPF

User Admin - Security Access Maintenance :

Purpose: The Security Access page allows an administrator 1o view and assign eOPF Functions and
Folder Sides to 2 selected group.

My Profile
App Admin

Select the available Functions and Folder Sides for this group using the two tables below,

Default Admin Grp Group :

Weh Main - &ccess to Application Admin. W

User Admin

System Admin

Create SF 75

Reports

Pwd Admin Temporary
‘Weh Main - Access to Batch Print. O M
Logout

‘Weh Main - Access to Create 3F 75 documents. Permanent

Weh Main - Access to My eQPF. O
Parformance

Web Main - Access to Print Folders. O
Wk Main - Access to Pavd Admin GhErEss

Web Main - Access to Search EOPF. O
Training

Weh Main - &ccess to System Sdmin.
Weh Main - &ccess to Transfer Tools |:| Deleted

Web Main - Access to User Admin

Weh Main - Access to View Reports.

Wed Main - &ccess to My Profile

Wed Main - &ccess to Remedy Link

SAVE ANCEL 7

4. Under the Available Function Descriptions list, in the
Selected column, check or uncheck the box next to the
function to grant or deny access for the selected group.
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5. When you finish, click the Save |l button at the

bottom of the page.
A message indicating successful update is displayed.

8.5 Granting Access To Folders

In order to grant access to folders, you must choose a
group, and assign folder access to the group.

To grant access to folders:

1. From the eOPF main menu, click the User Admin

button.
The User Manager tab of the User Admin page
displays by default.

Security

2. Click the Security Access L Access | tab at the top of the

page.
The Security Access Maintenance page appears.

Password Batch

User User Group|| Security Pf:::::rd Letter Email
Manager | Manager Access Request Address
status Update

Requesk

User Admin - Security Access Maintenance :

SearcHleOPR Purpose: The Security Access page allows an administrator 1o view and assign eOPF Functions and
My Profile Falder Sides to a selected group.

App Admin

User Admin Select Group : | Default Admin Grp v

System Admin

Create SF 75
=
Reports

Pwd Admin

The Security Access Maintenance page appears with
the Available Function Descriptions and Available
Folders Side Descriptions.
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My eOPF
Search eOPF

My Profile

App Admin

User Admin
System Admin
Create 5F 75
Reports
Pwd Admin

Logout

Password Batch Remedy | Help |
User |[User Group| Security Pf:::::rd Letter Email
Manager | Manager Access Request Request Address
4 Status Update

User Admin - Security Access Maintenance

Purpose: The Security Access page allows an administrator to view and assign eOPF Functions and

Falder Sides 1o & selected groug,

Select the available Functions and Folder Sides for this group using

Default Admin Grp Group :
 Available Funciion Descripions  Selected Original

Wk Main - Access fo Application Admin
Wiska Main - Acoess to Batch Print. O
Wieh Main - Access to Creste SF 735 documents.
Wigk Main - Access to My eOFF O
Wik Main - Access to Print Folders O
Wk Main - Access o Pued Admin
Wik Main - Access to Search EOPF. O
Wek Main - Access fo System Admin
Wik Main - Access to Transfer Tools. O
ek Main - Access o User Admin.
Wk Main - Access to Yiew Reports.
Wed Main - Access to My Profile
Wed Main - Access fo Remedy Link

SAVE

cancer 7|

the two tables below,

Temparary
Permanent
Performance
Orverseas
Training
Deleted

4. Under the Available Folder Side Descriptions list, in
the Selected column, check or uncheck the box next to
the folder(s) to be made available or unavailable for the
selected group.

5. When you finish, click the Save I button at the
bottom of the page.
A message indicating successful update is displayed.
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Chapter 9: eOPF Password
Notification

A password letter is generated by eOPF to inform new
users of their user id and temporary password. When an
employee logs on for the first time, they will be prompted
to change their password. Letters may also need to be
regenerated for users who have forgotten their passwords.

9.1 Generating Password Letters

To generate a password letter:

1. From the eOPF main menu, click the User Admin

button.
The User Manager tab of the User Admin page
displays by default.

Password Letter

2. Click the Password Letter Request Request tab.
The Password Letter Request page appears.

User User Group Security | Password Letter Password Letter Batch Email
Manager Manager Access Request Request Status Address Update
My <OPF User Admin - Password Letter Request:
Search eOPF Purpose: Allow user 1o create password letter(s) for employees as specified by the following criteria,
My Profile Please enter criteria and click the Yiew Results button,
*fou can harrow down results by selecting 3 value for request Submit Type, Use % as a wild-card character.
App Admin
User Admin
systen Admin _ | VIEWRESHIS ™| S crER==|
Create 5F 75
PO ID:
Reports
= Org Code:
Pwd Admin
Activity Code:
Logout
SSH:
Emp ID:
First Hame:
Last Hame:
Starting (Folder) Create Date: v
Ending (Folder) Create Date: L
Submit Type: | \Welcame Letter i
Delivery Type : | All Lisers (PDF) b
Letter Type : | Consaolidated Letters -

Password Type: =YSTEM_GEMERATED
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3. Type the desired search criteria, and select the Submit
Type, Delivery Type, Letter Type, and click the View

Results meibiElliy button.

The Password Letter Request Results page appears.

User User Group Security Password Letter Password Letter Batch Email
Manager Manager Access Request Request Status || Address Update
My cOPF User Admin - Password Letter Request Results :

Search e0PF 7 Records Found

My Profile
Please select the person(s) you want to create login and/or password letter (2] for, (New password(s) will be created)
App Admin

User Admin ven I SunTAL - sveMmSeLEatED [ Bk |

System Admin

Create SF 75 i
-= Activity
Reports Hame Emp ID SSH POID Org Code i Address1 Address 2 City State  Zip Country Selected
Ded Niwin TERRIJOHNSON  13p3s7 | 00000 200 0ac & 143 flame tatFloor O va | 2mm m|
o1 Street Town
Logout
’ 000-00- 144 Home Home:
CHESTER O'BRIAN | 130388 | o 2001 03D - et tstFloor | one va | 22222 al
000-00- 145 Home Home:
JOHM LYNCH 130391 | oo 2001 O3 - e tstFioer 7o va 22222 1
000-00- 148 Home Home:
MARY WHITE 130383 | e 2001 | O3F - ot fstFloor | 1o va 22222 al
000-00- 147 Home Home:
LEROYWHITE 130395 o0 001 03 - et fstFloor | ome va | 22222 O
000-00- 148 Home Home:
JANET SMITH 130397 | oo 2001 O3 - o tstFloor | 1on® va | 22222 al
000-00- 149 Home Home:
EDIWARD SMITH 130389 oo 2001 03 A e IstFloar  1o° VA 222 "

1

- i e

4. Verify that the only checkboxes selected are associated

with the desired user(s), and click the View |l
button to generate a PDF file.

Your eOPF User ID: EOPF999

Your eOPF Link: https:/ehr opm gov/dhhseopf

Please read the following password instructions and follow directions closely.

Your eOPF Password 1s:
THTDYTI

It may be easiest if you copy and paste the 8 character password. To further help you —

we have further defined each character of vour password directly below:

1* character is: number seven

2" character is: UPPERCASE LETTER H
3" character is: UPPERCASE LETTER T
4" character is: UPPERCASE LETTER D
5% character is: UPPERCASE LETTER Y

th %
6" character 1s: lowercase letter r

7% character is: special character right square bracket

i -
8" character 1s: UPPERCASE LETTER |
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9.2 Password Letter Request Status

eOPF password letters sent through the eOPF password
letter request page can be monitored through the
Password Letter Request Status page.

To view the password letter request status:

1. From the eOPF main menu, click the User Admin

button.
The User Manager tab of the User Admin page
displays by default.

Password Letter

2. Click the Password Letter Request [ Request Status | tab.
The Password Letter Request Status page appears.

User User Group || Security | Password Letter |  Password Letter Batch Email
Manager Manager Access Request Request Status Address Update
My £OPF User Admin - Password Letter Request Status :

Search eOPF

Plense select the Password Letter Request. (Passwords have airsady been created. Chck View 1o view the POF.)

1234
Submission
- - Requesiia fart | Memues | Moguest SewchCiiteris | BequestTyps | Torre” Tipe Requost Date Fie e Precessed Date | Action
User Admin Wumbet unt T ekcomeReaet]
System Admin Commokdas | AlUsers 200008 2202008 12251 | Y
o ADUN | LantMame LASTION — r— Arant S Comasiisted_1_67305_1 591 o
Orirtp
& oo PP a0at0s 12z | M
s e — Croctoies | s | s e asaion 13291
Reports i X e Desese
T Aiew
Comokdaed | Allsers w008 We2008 13241
1 ADUN | LaotMame LASTO% - = Aeaet frsroed, Conssiiated_1_67305_3 par -
Delete
. § — — £
ADUN | Lot Hame: LASTZON e | Aeset el Consaldated_1_ET308_4 301 S
b 0 P o
105 ADMN | Last e LASTZON e s aeet ST Cossclduted_1_67308_5 ol ACTICHOR 122 81
Leners #oF) frere A0 m
Delete
Comschdates | AlUsers amos - aamates 1321 | M
118 ADUN | Laot Mame LASTIO% Reaet - Conasidated_1 87108 8 pal
or) reree 187208, nu
Leners e -
Conschdated | AlUsers s aamzges 13z | VR
ur ADUN | LaotMame LASTIO% - e Reaet e Conssdated_1 873087 paf -
Dot
- s Usars 100000 Resuset hak been Processes AN Patihee | 3080006
e a0 e LASTIO% separste Loses | A1 vt - e o
frereeren 2een remvec sz |
b g
181 ADMN | Lest s BAUTISTAZ e D P i) Conaskiated_18_1_1 gt Rl
Leners #oF) 101200 P L B
Desete
& A Y 2 4y | Mimm
= . — Comoitumes | AlUsers - e SR 12008 14892
ADUN | List Nane BAUTISTA2 e T wieietne Sbipop Cospidated_16_1_t pat o
Deieie
1234

3. Click the View link next to the request that you would
like to view. Once the user has viewed/downloaded the
password letter(s), the files can be deleted by selecting
the Delete link.
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Chapter 10: Working With eOPF
Reports

The eOPF system allows HR specialists and eOPF
administrators to view, print, and export standardized
reports. The reports are real time data analysis of eOPF
users, records, and system usage. The eOPF administrator
creates and defines the various reports HR specialists can
view, print, and export if needed.

There are three major report groups: Document Access,
System Access, and System Integrity. Document Access
reports list types of actions taken on eOPF documents, by
whom, and when. System Access reports detail system
access. System Integrity reports verify data integrity of
the repository if there is a system or hardware failure, or
some system threat.

10.1 Viewing And Printing Reports And Logs

HR specialists may view and print reports on demand. The
procedure is the same for viewing all of the reports.

To view and/or print an eOPF report:
1. From the eOPF main menu, click the Reports

st button.
The Reports page appears.
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-2 eOPF - Reports - Microsoft Internet Explorer,

Help | FAQ | Home

s Reports :

Search e0PF Purpose: The Reports capahility allows the a user to acquire information regarding ‘Document Access’, 'System Access” and 'System
Workflow Integrity’ within their eOPF application. The user must first select a report category and then select & specific report, Depending on the

selected report additional field criteria is presented allowing the user to customize the conditions used to produce the repart,
My Profile

App Admin Reports categories: Filter By Viewer SSH:

Create SF75 DOCUMENT ACCESS v SSH #
.
Print Folde; SEE
odil Active Documents - Crealed by HR Specialist v =
. Filter By Owner SSH:
Active Documents - Created by lis SeN#
Active Documents - Modifications

Batch Print

Reports .
Active Documents - Viewed _ Loakup
Pwd Admin Cancelled 5F 50s Report -~ N
0 Docurments Moved To Deleted Folder Side Report Filter By Document Effective Date:
TERHE, Purged Documents - All Actions From: (MMDD/YYYY) To: (MMDDYYYY)
Logout Purged Documents Report | 3 H v|
Filter By Date Viewed:
From: (MMDDYYYY) To: (MMDDYYYY)
| ) |
A
L3 | &
| O %) Local intranet

2. Select from Report categories, the desired Reports,
and input report filters.

3. Click the View Report iy button.
The report appears.

A eOPF - Heports - Micresoll Internel Explorer

Reports :

Purpose: The Roports copability alkows e 3 user b sequire information regarding ‘Documint Access’, 'Systom Acoess’ and ‘System
Integrity’ within thir 60PF applcation. Th ustr must first saloct a report category and then solect 3 spaciic raport. Depending on the
salected report additional field oriteria is presented allowing the user to oustomize the conditions used o produce the report.

@I M1 n2 Main Report »
BECK, FRED { PO I): 1005 =
BROWN, LEROY (PO ID: 11
BROWN, LEROY (PO ID: 11
CHEEKS, MARY ( PO ID: 10 )
CHEEKS, MARY { PO ID; 10 et o
CRAWFORD, STEVE (PO
CRAWFORD, STEVE (PO
EOPF, ABBOT (PO ID: 100
EOPF, ABBEOT (POID: 100
ECPF, ABBOT (PO ID: 100 Gowwp Name Swperwser Daertipuier Swperviser
HANS-SMITH, CINDY (PO
HANS-SMITH, CINDY [ PO BECE, FRED { PO [: 1005 )

o
b cRarr

Beparts cOPF Roles Report
Fud Mdmin

e G Rale in «CFF syeiem
3 oaly to #0PF USE] b i

Transfer Lt

#OPF Roles Repart

HIGHTOP, MARK (PO 10 1 BOPF Users Yes Ho Mo
HIGHTOR, MARK, { PO ID: 1
HR, SPECIALIST { PO 1D 1 SOPF HR OPECIALISTD e Mo Ho
JAMES, EDWARD (PO 1D
JAMES, EDWARD (PO ID YOPT_A s e Ko

JAMES, SUSAN (PO ID: 10

N Local intranet

=

4. Click the Print button.
The Print the Report box appears.
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‘2 Print the Report - Microsoft Internet Explorer

Page Range: ol
@ Pages:
Fram: |’I | Ta |1
To Print:
1. Inthe next dialog that appears, zelect the "Open this file" option and click
the Ok hutton.

2. Click the printer icon on the &crobat Reader Menu rather than the print
button on your internet browveser.

Ok Cancel

5. Select pages of the report to print, and click the OK

button.

The report appears as a PDF document.

A http://coors/demo40/EOPF/EOPE . aspx - Microsoft Internet Explorer

- N @ @ > ® T 5
===y [ EE O K (@@[s |- A5 [ iffe ]
I! e¢OPF Roles Report ol
*Mote: This report is designed to show user's Group membership(s) and Role in eOPF system.
Users assizeed oaly to sOPF USERS group aze aot showe!
EE
<. «0PF Roles Report
Pagelof12
[ 2] Group Name Supermser Tavestigator Supervisor
BECK, FRED ( PO ID: 1005
OPF Users Yes Mo No
OFF HR SPECIALISTS Yes Mo No
eOFF_AVI Yes Mo No
BROWN, LEROY (PO ID: ] —
2OFF Users Yes Mo No
20FF HR SPECIALISTS Yes Mo No
€OFF_AVI Yes Mo Mo
/é;' BROWN, LEROY (PO D |
OFF Users Yes Mo Mo
L] OFF HR SPECIALISTS Yes Mo No v
11.00 % 8.501in < >

6. Click the Print = button.

The Print settings box appears.
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Print g|
Frinter
[Tl ticrosoft Office Document Image Writer I8
Status:  Feady Comments and Formes:
Type: Microzoft Dffice Document Image ‘wiiter Diriver Document and Markups w
Frint Bange Fresviews: Composite
©al
() Current view
k 1 .
T
Subszet:

[] Reverse pages

Fage Handling
Copies: 1 & 85

Page Scaling: Shrink. ta Printable Area w

Auto-Fotate and Center

[ Choose Paper Source by POF page size

[ Print ta file
[ Print color az black.

Unitz: Inches Zoorn: 100%

1/111]

[F‘rintinglips] [.t‘-‘aglvanced ] I 0K ] [ Cancel ]

7. Select the desired print parameters and click the OK

button.

10.2 Exporting Reports And Logs

The eOPF system allows HR specialists and eOPF
administrators to export reports and logs. The procedure
is the same for viewing all of the reports.

To export reports and logs:
1. From the eOPF main menu, click the Reports

BApOLtE button.
The Reports page appears.
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-2 eOPF - Reports - Microsoft Internet Explorer EHE|E\
~

Help | FAQ | Home

My eOPF
Search e0PF
Workflow
My Profile

Reports :

Purpose: The Reports capability allows the a user to acquire information regarding ‘Document Access’, ‘Systern Access’ and ‘Systern
Integrity’ within their eOPF application. The user must first select a report category and then select a specific repart, Depending on the
selected report additional field criteria is presented allowing the user to customize the conditions used to produce the repart,

App Admin Reports categories: Filter By Viewer SSH:

DOCUMENT ACCESS » SSH #
oo

Active Documents - Created by HR Specialist v -
= Filter By Owner SSH:
Active Documents - Created by B

ed by lis
Active Documents - Modifications Sst&
Active Documents - Wiswed
Cancelled SF 905 Report
Documents Moved To Deleted Folder Side Report Filter By Document Effective Date:
Purged Docurments - All Actions From: (MM/DD/YYYY) To: (MMDD/YYYY)
Purged Documents Report |

Create SF 75

Print Folder

Batch Print

Reports
Pwd Admin

Transfer

Logout

| |

Filter By Date Viewed:
From: (MMDDAYYY) To: (MMDD/YYYY)

| | |

e e (e

[£3

I@ Done % Local intranet

2. Select from Report categories, the desired Reports,
and input report filters.

3. Click the View Report ikl button.
The report appears.

F - Reports - Microsoft Infernel Explorer

Reports :

Purpose: The Roports copability alkows e 3 user b sequire information regarding ‘Documint Access’, 'Systom Acoess’ and ‘System
Integrity’ within thir 60PF applcation. Th ustr must first saloct a report category and then solect 3 spaciic raport. Depending on the
salected report additional field oriteria is presented allowing the user to oustomize the conditions used o produce the report.

=B L L 2 Main Report %

BECK, FRED ( FO ID: 1005 =
BROWN, LEROY (PO ID: 1

o
b cRarr

party BROWN, LEROY { PO ID: 11 eOPF Roles Report
ot CHEEKS. MARY (PO ID: 10 ) N .
- CHEEKS, MARY (PO ID: 1( *Hote: This mport & e i Pl in ¢CFF eyeiem.

CRAWFORD, STEVE (PO |
CRAWFORD, STEVE (PO
EOQRPF, ABBOT (PO ID: 100
EOPF, ABBOT (POID: 100
EOPF, ABBOT (PO ID: 100 Graup Name Superuser Ivestigater Supesvinar
HANS-SMITH, CINDY (P01
HANS-SMITH, CINDY (Pi| | BECH FRED (PO ID: 1885 )

#OPF Roles Repart

HIGHTOP, MARK (PO 10 1 BOPF Users Yes Ho Mo
HIGHTOR, MARK, { PO ID: 1
HR, SPECIALIST { PO 1D 1 SOPF HR OPECIALISTD e Mo Ho

JAMES, EDWARD ( PO ID
JAMES, EDWARD (PO ID
JAMES, SUSAN (PO ID: 10

eOPF_AV Tes No HNo

N Local intranet

4. Click the Export button displayed above the report.
The Export the Report box appears.
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2 Export the Report - Microsoft Internet Explorer

File Format: Adobe Acrobat (POF) W |
Pane Ranoe: )
O Pages:
Fraom: | | T |
(8124 Cancel

5. Select the report File Format, and click the OK
button.

The report appears in the selected format.

e | http:/fcoors/demo40/EOPF/EOPF.aspx - Microsoft Internet Explorer, | - " O |&\
=N N1y =i Ll BRG K @@= - A id @i |
I! ¢OPF Roles Report A
*Mote: This report is designed to show user's Group membership(s) and Role in eOPF system.
Users assizoed only to eOPF USERS group aze not showe!
3l
. #0PF Roles Report
Pagelof12
(2] Group Name Supermser Tavestigator Supervisor
BECK, FRED ( PO ID: 1005
OFF Users Yes Mo No
OFF HR SPECIALISTS Yes Mo No
2OPF_AVI Yes Mo No
BROWN, LEROY (PO ID: ] —
2OFF Users Yes Mo No
OPF HR SPECIALISTS Yes Mo No
eOFF_AVI Yes Mo No
ﬁ/’ BROWN, LEROY (PO ID: 1
OFF Users Yes Mo No
L) 2OFF HR SFECIALISTS Yes Mo No ~
11.00 % 8.500n < >

6. Click on Save or Save a Copy, depending on the file
format selected.
The Save As pop-up box appears.
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Save a Copy...

Save in: |E]M_I,J Dacurnents V| W ? ? [~

T I3 Cyberlink

I 2, LMy eBooks
My Recent )y music
Documents ﬁﬂMy Pictures

?"L_‘_'

Dezktop

)

My Documents

=

My Computer

File name: | - | [ Save ]
by Metwark Save as bype: |.-’-‘«dobe FODF Files [*.pdf) A4 | [ Cancel ]

7. Type the desired document File Name, and click the

Save button.
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Glossary Of Terms

Administrator

Annotate Doc

Annotation

Batch Printing

Contact Information

Groups

Folder

Form Package

Form Type

Modify Doc

Org Code

Users with special access to setup,
modifies, and delete parameters within the
eOPF system.

An |_§' icon used to access the annotation
function within eOPF.

Notes added to an employee’s eOPF
document accessible through an icon.

Printing a group of multiple eOPF folders.

Data voluntarily supplied by employees for
management use in an emergency.

A combination of functional processes for
which a user is granted access.

A system of indexing records from HR
systems like EBIS.

A collection of documents that HR staff
members can use for a specific business
process.

A functionality that associates a form
classification to a particular HR action.

A function that allows the user to add or
delete pages from a document.

Organizational Code.

eOPF System Administrator Training Manual

79



Glossary Of Terms

Instruction Page

Password

Password Letter

Security Access

Super User

Supervisor

View Doc

Instruction referring to a page of a
document.

A complex sequence of characters required
for access to the eOPF.

Notification from the Component to the
employee providing the password for the
eOPF.

A level of accessibility to documents and
functions within eOPF.

A user that has access to view the eOPF
for employees whom he/she would not
have access based on PO ID, Org Code, or
Activity Code.

A user provided with access to view and
print the eOPF of employees that he/she
supervises.

An la icon used to view the documents
within a folder.
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Acronyms
CPMS
DCPDS
EBIS
EHRP
eOPF
ISIS
IVRS
NOAC
OPF
OPM
PDF
PSC
RIF
PO ID

SSN

Civilian Personnel Management Service
Defense Civilian Personnel Data System
Employee Benefits Information System
Enterprise Human Resources Program
Electronic Official Personnel Folder
Image and Scanner Interface Specifications
Interactive Voice Response System
Nature of Action Code

Official Personnel Folder

Office of Personnel Management
Portable Document Format

Program Support Center
Reduction-In-Force

Servicing Office Identification

Social Security Number
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Index

Index

A

Annotations. See eOPF Documents:
add annotations, See eOPF
Documents: add annotations

Associate
a form type with NOAC........... 33

Association
removing a form type NOAC....34

G

Granting Access
tofolders...ccooeeveiviiiiinnnnnaa.... 65
to functionality ..................... 63

L

Logging In ... 6

N

NOAC

associating a form type with... 33
removing a form type

D
Disclosure Reasons
(U 17 o [ [ 45
E
eOPF Documents
add annotations .............. 23, 24
VIEWING .. 19, 24
eOPF Password .........cccevveeeennn... 13
guidelines......cccovvvvvviiiiiiiiin.. 6
F
Folder
granting acCesS ........cvvveuuunnn.. 65
Form
adding ....ccoeviiiiiii 25
deleting.....cccovvvvvviiiiiiiiiiiin... 27
Form Package
adding ....oooiiiiiii 52
Form Type
assigning and editing ....... 29, 30
deleting......cccovvvvviiiiina... 31, 32

association. ..............ooeelee. 34
P
Password Letter
generate.......cocoiiiiiiiiiiiian. 67
R
Reports ... 71, 74
S
Security ACCESS ...ccvvvveeeennnnnnnnn. 55
Super User
modifying access information.. 56
viewing access information..... 56

Supervisor - view Access
granting or denying to specific

Supervisor Access
globally enabling or disabling.. 50
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Index

U

User Identification Information
viewing and updating ............. 55

\Y

Viewing
super user access information .56
user identification information .55

w

Web Banner
changing ..o, 49
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